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ABLONG, Mr Marc, Deputy Secretary, National Resilience and Cyber Security, Department of Home 

Affairs 

BRADSHAW, Ms Abigail, Head, Australian Cyber Security Centre, Australian Signals Directorate 

GRUNHARD, Mr Samuel, First Assistant Secretary, Critical Infrastructure Security, Department of 

Home Affairs 

HANSFORD, Mr Hamish, First Assistant Secretary, Cyber Digital and Technology Policy, Department of 

Home Affairs 

McGLYNN, Mr Stephen, Acting Director-General, Corporate and Capability, Australian Signals 

Directorate 

NOBLE, Ms Rachel, Director-General, Australian Signals Directorate 

PEZZULLO, Mr Michael, Secretary, Department of Home Affairs 

Committee met at 14:02 

CHAIR (Senator Paterson):  I declare open this public hearing of the Parliamentary Joint Committee on 

Intelligence and Security for its review of the Security Legislation Amendment (Critical Infrastructure) Bill 2020 

and the statutory review of the Security of Critical Infrastructure Act 2018. These are public proceedings, 

although the committee may agree to a request to have evidence heard in camera or may determine that certain 

evidence should be heard in camera. I remind all witnesses that in giving evidence to the committee they are 

protected by parliamentary privilege. It is unlawful for anyone to threaten or disadvantage a witness on account of 

evidence given to a committee, and such action may be treated by the parliament as contempt. In accordance with 

the committee's resolutions of 4 July 2019, this hearing will be broadcast on the parliament's website and proof 

and official transcripts of proceedings will be published on the parliament's website. 

I welcome representatives from the Department of Home Affairs and the Australian Signals Directorate to give 

evidence at this public hearing today. Although the committee does not require you to give evidence under oath, I 

should advise you that this hearing is a legal proceeding of the parliament and therefore has the same standing as 

proceedings of the respective houses. The giving of false or misleading evidence is a serious matter and may be 

regarded as a contempt of parliament. The evidence given is recorded by Hansard and attracts parliamentary 

privilege. I now invite either the ASD and Home Affairs, or whichever one of you would like to, to make an 

opening statement of three minutes or less, please. 

Mr Pezzullo:  Chair, I have an opening statement. It might potentially, at least the tabled version, if I were to 

read it, go for about six minutes, so I'm in your hands. I've attempted, further to our supplementary submission of 

12 July that no doubt members of the committee will be interested in, to distil some points of clarification that 

link specifically to evidence given by submitters. I've grouped them into four themes. It would take me about six 

or seven minutes to read it out, but I'm sure that it won't completely foreclose, pre-empt or head off questions that 

members have, of course at their discretion. But hopefully it will provide a common reference point for questions. 

CHAIR:  Ms Noble, do you have an opening statement? 

Ms Noble:  No, I do not. 

CHAIR:  In that case, Mr Pezzullo, I'm happy for you to use the time, and then we will take questions. 

Mr Pezzullo:  I think that will assist proceedings, if I might be so bold as to say, so thank you. I'd like to deal 

with four issues, and I don't make these comments with regard to any particular submitter. We've tried to assess 

themes across the evidence and the submissions. Issue 1 is that the bill duplicates existing regulation and 

purportedly will result in undue regulatory burden. I would like to briefly outline specific aspects of the bill which 

ensure that it will fill regulatory gaps rather than duplicate existing regulation. Firstly, in relation to what are 

known as the positive security obligations, or PSOs, each of these obligations must be applied to classes of critical 

infrastructure asset by the minister through rules, and that's set out—I won't go to into the subsections and 

clauses, but generally speaking—across sections 18 and 30. This would occur only where the minister, after 

consulting—and she or he would be required by law to do so—with the sector and relevant regulators that might 

be applicable, determines that it is necessary to apply such PSOs and that they would not create any unnecessary 

regulatory burden. Additionally, if adequate industry standards already exist for one aspect of security—the 

physical security of a premises, for instance—those standards can indeed be directly incorporated, and this is 

provided for at section 30AN of the bill. 



Page 2 JOINT Thursday, 29 July 2021 

 

INTELLIGENCE AND SECURITY JOINT COMMITTEE 

In relation to enhanced cybersecurity obligations, these obligations would apply only to systems of national 

significance which are defined in the bill. If the secretary of the Department of Home Affairs were to issue a 

written notice to that entity—and that is covered in part 2C—the secretary would be required to consult by law 

with the entity before doing so and would use such opportunities no doubt to determine if the entity, as would be 

required under law, is already engaging in the required conduct such as would render any additional obligations 

unnecessary. So that's the safeguard there. 

Finally, prior to the minister even considering authorising certain actions under what's known as the 

government assistance measures, or GAMs, he or she must be satisfied that no existing regulatory system of the 

Commonwealth, the states or the territories could be used to provide a practical and effective response to the 

incident in question, and that is set out at paragraph 35AB and various subclauses thereto. This threshold, 

amongst others, cements the regime as being one of last resort, only after all other avenues have been exhausted. 

Turning to issue 2 that has been identified in the evidence, that government assistance needs further safeguards 

to protect against misuse, the bill as introduced and before you contains a range of safeguards to prevent 

inappropriate use and directly addresses a great deal of these concerns, we would say. Key amongst those 

safeguards is that the minister cannot authorise actions, directions or intervention requests unless she or he is 

satisfied that the entity is unwilling or unable to take all reasonable steps to respond to a cybersecurity incident, 

and that's set out—and I won't read out all the subclauses, but generally speaking—at paragraph 35 and various 

subsections and clauses thereto. 

On 8 and 9 July, earlier this month, the committee heard witnesses from many companies speaking of their 

cyber maturity. We observed those proceedings very closely, and they evidenced their willingness to engage 

voluntarily with the Australian Cyber Security Centre in a crisis. In such circumstances there would be no 

requirement for these powers to be utilised, and the government's first preference, as stated in the explanatory 

memorandum and elsewhere, of working collaboratively and in partnership with the entity would of course 

suffice. However, the risks to Australia's national interests, in the view of the government, are too great to not 

have a clear, established framework in place ahead of an incident to operate as a last resort in a national 

emergency, should an entity be unwilling or unable to do what is necessary. 

Turning to issue 3, the compulsion contained in the bill to install system information software, which 

purportedly might result in security compromises, in the views of some submitters, the legislation again is very 

clear. The secretary of the Department of Home Affairs could only issue such a notice to an entity responsible for 

a system of national significance—again that's defined in the legislation—requiring them to install software to 

provide system information if she or he believes on reasonable grounds that the entity would not be technically 

capable of preparing relevant reports consisting of the required information as set out in paragraph 30DJ of the 

bill. Where they can provide it using their own capabilities, then the installation of said software would not of 

course need to be considered and indeed couldn't be as a matter of law. This information would be crucial to 

developing a national threat picture and actionable intelligence for our colleagues in ASD and elsewhere to 

utilise. 

Finally, issue 4—again, this is in relation to concerns raised by submitters—is that the bill would permit 

entities to undertake extensive and ongoing screening of employees, which would invade, it is said, their privacy. 

The bill would indeed permit rules to be made which would allow for a background check to be required under 

what's known as the AusCheck scheme, and we can further describe that scheme if members are interested. That's 

set out at paragraph 30AH. Consultation on these rules would be required by section 30AL of the bill, except 

where there is an imminent or actual hazard having a significant impact on the critical infrastructure asset as 

defined in the legislation. In our ongoing co-design of rules with industry, which is currently underway, most 

recently in the electricity and gas sector, the input that we have received has seen support for only a small subset 

of employees with access to the most sensitive aspects of an asset or an ability to cause major disruption as likely 

to acquire an AusCheck screening process. In considering any such rules the Minister for Home Affairs must have 

regard to the reasonableness and proportionality of the rules in relation to managing risks associated with the 

asset, and of course these rules are disallowable by the parliament. 

Finally, there is a suggestion that all employees will need to be screened 'to the same level as an ASIO 

employee'. While the particular process will need to be determined in terms of rules to be set by government, a 

typical AusCheck process, if I can use that as the benchmark, involves an assessment of information such as 

criminal history, a national security assessment and visa status. Examples include the aviation and maritime 

security identification cards that members of the committee no doubt would be aware of. This is very different, I 

can assure you, to the national security clearance process not just for ASIO employees but for all of those of us 

who hold top secret security clearances, which involves a much more extensive security vetting process to 
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determine that individuals accessing extremely sensitive intelligence and other information possess and 

demonstrate an appropriate level of integrity to receive such information. Further particulars on these matters 

were provided to the committee in our supplementary submission of 12 July. 

Following the hearing and pursuant to any further questions that members might have through the course of 

these proceedings, the department also intends to also submit to the committee a further supplementary 

submission addressing these issues, such as might arise through the course of today's proceedings. Thank you so 

much for your indulgence, Chair. 

CHAIR:  That's quite alright. Thanks, Mr Pezzullo. That's a helpful framing for our discussion, and there will 

be no doubt lots of follow-up questions. I don't know if the secretariat has received it yet, but it would be helpful 

for members and no doubt others following along if that could be tabled so we have a copy that we can refer to. I 

will commence the questioning on a few matters and then offer the call to my colleagues. The first issue that I 

want to start with is I guess to come back to the submission and to talk about the threat environment that we're 

operating in, because I think that is important context. We did discuss that in our first hearing with you, and we 

also discussed that with some of the independent experts that have appeared before the committee. But there has 

been at least one significant development since we last heard from you, and that is the decision on 19 July by the 

Australian government in conjunction with our allies to attribute the Microsoft Exchange hack to China and 

entities associated with the Chinese government. 

I'm interested in your reflections on that, but a particular aspect I direct to you and either Ms Noble or Mr 

Bradshaw or anyone else who wants to comment on it too, is in the Biden administration's statement where they 

set out the reasons why they've decided to do this, one of the very interesting aspects is the connection between 

criminal contract hackers and state hacking, because it has often been the case in public debate that quite a bright 

line of distinction is drawn between on the one hand state-sponsored activity and criminal activity. But at least in 

the Biden administration's statement they draw a direct connection between the two, saying that the Chinese 

government employed criminal hackers to engage in their activities and that it's possible even that ransomware 

operations were conducted against private companies that have included ransom demands of millions of dollars 

from PRC government affiliated cyber operators. I just wonder if you can comment a bit more about that fusion 

between the criminal elements here and the state-sponsored elements. 

Mr Pezzullo:  The first point to make—and obviously I will invite my colleague the Director-General to add 

any content in relation to operational matters that she might be minded to make, and I know Ms Noble was very 

closely engaged with and consulted on the preparation of the Australian statement that was released in the name 

of a number of our ministers—is in terms of the responsibility that I have for policy, legislative and regulatory 

aspects, the American statement stands on its own legs. It was drafted by the Americans. They were good enough 

to consult with us prior. You can imagine, given the way in which the attribution action occurred across the 

world, it was obviously synchronised and coordinated, and I don't propose or intend to speak in any more detail 

about how that or why that took place; suffice to say that we joined with an initiative, along with free, democratic 

nations, to call out this behaviour. I guess I'm principally referring you to the Australian statement issued in the 

name of Ministers Andrews, Dutton and Payne—I think I have that right, those three ministers; I don't think I've 

missed anyone—and I believe, Ms Noble, there was some technical advisory information released as well, 

perhaps not necessarily quite at the same instance but in relation to that same matter; the ASD can speak to that. 

The blurring or the fusion—or indeed some scholars and experts would contend that this is a manifestation of 

what sometimes is known as hybrid conflict or grey zone activity—is really important, because it is unlike a very 

direct military action. If a missile is fired from a particular location comes out of a silo or comes out of a missile 

launcher, that's obviously an act of war. There is obviously clear international law, there's customary practice and 

there's a policy framework which we can debate in other circumstances and at another time about how that action 

might be responded to, how that action might be deterred, and there are decades, if not centuries, of practice and 

customary as well as strict international law around such activities, including the right of a nation to defend itself. 

In the realm of cyber, whilst the impact on a city of a missile attack would be immediate and terrible and 

catastrophic, it is at least hypothetically possible, and I don't want to either overextend the analogy to a missile 

attack or go into matters that are potentially covering or at least touching on extremely sensitive intelligence 

information. But just relying on open-source literature, if the electricity grid of a large metropolis or the water 

supply or the gas was either turned off or interfered with, irrespective of either the motive of the actor, indeed 

who the actor was or perhaps whom the actor was in some sort of conspiracy with, a nation would have to 

consider the consequences of that action, the immediate emergency response and the immediate relief to be 

provided to citizens who have lost power or lost the ability to access water and the like. But also a government 

would also be faced with something that is relatively new in terms of strategic thought, and that is: is this actually 
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a military action or the equivalent of a military action, or is this something that is potentially a criminal action 

which has the scale of a state action which in the past would have seen military forces deployed? 

Whilst the remedies to the action might be very different, if it's a criminal group, you go after them using 

intelligence-led law enforcement operations, and we can perhaps later on go more deeply into ransomware and 

the activities that criminal groups around the world are undertaking to extort, to steal identities, to pilfer your 

personal information or to pilfer your bank account. That obviously requires a series of remedies, but if that group 

is directly under the control of, under the influence of or in some sort of loose association with a state and there is 

the sort of catastrophic cyber strike undertaken on infrastructure that is premised in your question, then 

governments start to be faced with the dilemma of, 'How do I respond to this, and is it not simply a significant 

crime that has been committed but potentially an act that involves a response in the realm of statecraft?' 

We look obviously very closely—and I will finish on this point—to our colleagues in the intelligence 

community to give us as much insight as possible as to the vector of the attack—that is, how the cyberattack was 

mounted, who mounted it, what level of confidence they might have in their identity and their motivation and, 

most critically, what indeed the motivation is and where on that spectrum of so-called grey zone activity it sits. So 

these are very fraught questions. They're complicated and complex questions, and that's just in the realm of 

strategic deterrence and statecraft. It's the view of the government that as much as possible of the defences, the 

responses, the incident management, the sharing of threat information in those sorts of scenarios be laid out very 

clearly transparently in a legislated framework which doesn't have to be invented or scrambled on the day but 

rather is set through procedures that are well understood through the regulatory framework. I will pause my 

response, and I might just invite the Director-General to see if she's got anything to add to my remarks. 

Ms Noble:  Thanks, Secretary. ASD's role in any of these attributions, shall we say, is simply to provide 

technical advice and support to the policy agencies and, through them, to the government, including an 

assessment about the degree of confidence we have about who the actors were. In this case perhaps I will just 

explain that what made this over the line or having crossed a line in the judgement of a coalition of a huge number 

of international partners or other countries is what happened technically. So to describe it in plain language, it 

would be like houses and buildings had faulty locks on the doors. When the Chinese government became aware 

of those faulty locks on the doors, they went in and they propped all those doors open. What then happened was 

that there was opportunity for all sorts of criminals, other state actors, you name it, to pour in behind all those 

propped-open doors and get into your house or your building. It's that action from a technical point of view which 

crossed a line in the judgement of policy agencies and governments around the world. 

CHAIR:  That's a really important point, because this wasn't just an attack from an attacker to one company, a 

logistics company or a bank or a supermarket; it was an attack on a software provider who provides software to 

all of those companies, and so a vulnerability in that is much more dangerous than just I guess a bilateral or peer-

to-peer attack on one other company. 

Ms Noble:  That's right. We estimate that probably around 70,000 entities, companies or businesses in 

Australia were using the Microsoft Exchange server, so it's an attack at a scale that is extremely large and 

significant. 

Mr Pezzullo:  If I could just briefly add on that very point—and I defer the specifics to my colleagues in the 

Department of Foreign Affairs and Trade—that's also why Australia is actively engaged in a discussion of cyber 

norms, and through our international engagement the Australian government has an international cyber 

engagement plan that the foreign minister oversees. It is really important in cyberspace, whether the activity is 

done recklessly or is done maliciously but with a clear intent, that states adhere to good practice, that states adhere 

to restraint, partly because sometimes the activity might be misinterpreted, that example I gave of, 'Well, is this 

some sort of'—now what I am about to say, Chair, just to be clear, is not applicable to the circumstance of the 

attribution that you asked me about. But just to give you the spectrum of views, if, for instance, an electricity grid 

or the water supply or a dam or a city's gas was tampered with, it would potentially be reckless insofar as it might 

give rise to an apprehension that perhaps this is foreshadowing other coercive or indeed violent behaviour. In this 

circumstance—and this wasn't that; I just want to be clear—the activity could be considered to be so reckless, as 

Ms Noble said, that it crosses a line of, if you like, what should be an accepted norm, which is, if you pry open all 

the doors, if you pry open all the windows, if you in effect disable all the burglar alarms, we are all going to be 

affected. So such reckless action should not be tolerated as a matter of international and global norms, and that's 

why the Australian government joined with such a significant coalition of free, democratic nations. 

CHAIR:  Okay, briefly again on this issue—and then I will turn to some other issues more directly related to 

the bill, but I think this context is important—we should never assume then that just because a ransomware 

software has been used, that a ransom request or demand is made, that there's no state involvement here, that it's 
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not state initiated, that it's not state facilitated, that it's not encouraged or facilitated by a state; it could be the case 

that ransomware and that kind of activity is in fact encouraged, facilitated, aided or initiated by a state. 

Mr Pezzullo:  To the contrary, Chair—and I think we're both agreeing to the premise—policy and intelligence 

officials should keep an open mind that in fact it's likely to be at least, if not tolerated, perhaps endorsed or even 

sanctioned by a state actor, simply because some of the tools involved sometimes have been adapted from, have 

been lifted from or need to be deployed with at least the implicit recognition or permission, shall we say, of 

certain state actors. So it is, regrettably, unlike classical law enforcement, where typically speaking you don't start 

with the view that a massive drug importation or a mass-scale child exploitation paedophile network that might be 

operating on the dark web has some kind of deeply entwined nexus with state actors. Sometimes they do, but 

typically that is not your starting point. In cyber the better course, the more prudent course—and I think, Ms 

Noble, we'd both agree on this point—is in fact to start with the opposite supposition, that there's at least a degree 

of havening or harbouring of such actors and there are deeper connections between these actors and state actors 

than you would typically see in relation to some of those other crime types that I mentioned a moment ago. 

CHAIR:  Ms Noble, did you want to add to that? 

Ms Noble:  Only to say that that is most certainly our operational experience. We will start with what has 

happened from a technical point of view and then work our way up to better understand, if it's important to our 

technical investigation, where it has originated from, which helps us understand actually who might be attacked 

next, but it is certainly our operational experience that state actors and criminals can look awfully similar in terms 

of their behaviour in cyberspace. 

CHAIR:  Thank you; I think that is useful, because sometimes the public discussion is quite binary, 'This was 

clearly criminal, because a ransom request has been made.' But moving on from that issue, I want to get to some 

systemic or policy issues with the legislation. One of the issues that you didn't quite address in your opening 

statement, Mr Pezzullo, but was raised particularly in our 8 and 9 July hearings was the view from some 

companies and some peak associations representing industries that the bill itself should not proceed through the 

parliament until the consultation and design process around the rules the department is currently conducting is 

concluded, and the rationale that they articulated for that is that they don't know what the impact will be on their 

sectors or on their businesses until those rules are clarified and a lot of detail is left to the rules. Now obviously no 

company or industry association exercises a veto right over the parliament, and we don't have to have their 

agreement to proceed. But I'm interested in your response to that anxiety that they've expressed that the 

parliament shouldn't sign off on an agreement on this legislation until we know how it's going to work in practice. 

Mr Pezzullo:  Chair, you're right. I didn't address it directly, but I did anticipate the question might arise. 

Look, in the end it will be a matter both for US parliamentarians and for obviously the executive government as to 

the attitude it takes to that stance. The only view I would offer is you often have in regulatory design the principal 

legislation that sets out the objects, the purposes to be achieved, the mechanisms, the procedures by which those 

objects will be achieved and then obviously safeguards built in, thresholds, definitions. I spelt out some of the 

thresholds and definitions in my opening statement. For instance, a minister has to be satisfied about X, Y or Z, or 

a minister cannot proceed unless conditions A, B or C have been met. Without being too silly about it or puerile, 

that is the purpose of an act of parliament. 

There is the case—and there's often a case—about how much should be then put into delegated legislation and 

subordinate instruments; the protection, though, that is further built in there is disallowance, obviously, but before 

you even get to that is the requirement for co-design. For instance, as I mentioned—and there are other clauses 

that are relevant here—typically the minister or secretary, depending on who the decision-maker is, has to be 

satisfied that an entity and indeed in some cases a regulator has been engaged, so they have to have from an 

administrative law point of view a level of satisfaction based on facts and evidence. In other words you can't 

simply spring out of your mind one morning, 'I think I should do this, and I don't need to consult; I don't need to 

be involved in any deliberative process that the parliament has set out.' 

What we would therefore say is that the thresholds, the definitions, the objects, what we're trying to achieve, 

the proportionality, the need to engage a no-more-than-reasonably-necessary regulatory burden and certainly no 

more, the need for oversight and the need for disallowance are all built into the primary vehicle, which is the bill 

that, should it pass, will be the act of parliament. Now clearly the rules over time will change. Technologies will 

change. Some years ago, even up until perhaps this past decade, we probably didn't have quite a view of how 

powerful these devices, for instance, would become. Now, what is technology going to look like in 10 years time, 

with the blurring of what used to be known as information technology, as distinct from the operational technology 

or OT that is used to run plant machines, which typically was air-gapped? 
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For many years those big industrial control systems were not connected to devices such as this. Now for ease 

of doing business, to reduce costs, there is a lot of remote access, for instance, so that plant machinery operators 

can log in remotely. That adds to the timely management of that machinery and the efficient management of that 

machinery, and it reduces cost. You just have your operator log on through a laptop, and off they go. What about 

if that laptop has been compromised because the VPN system, the tunnel that has been used to connect the laptop 

to the turbine or to the piece of machinery that's being controlled from that laptop, has been infected? This is a 

highly dynamic space. I suspect what will happen is that the rules will need to be adjusted, not every day and 

certainly not overly frequently, and will have to be co-designed with industry because they understand their 

architecture of their networks. 

And remember we are talking here about critical infrastructure; we are not talking about data and private 

devices otherwise. But those companies are certainly the best placed to understand the architecture of their 

network, what the critical points of failure might be and the most vulnerable ingress point that there might be. The 

point of the bill is to then have ASD working with the regulator that will be the entity that will be within the 

department to provide advice, and typically if the decision-maker can be satisfied that a non-regulatory 

mechanism is available or a practice is available, you wouldn't make a rule. In fact the decision-maker has to be 

satisfied that there is a need for the rule. So we say that there is parallel ongoing work. I evidenced some of that 

by referring to the work we are doing with the electricity sector. That has been very beneficial to us in helping us 

think about the rules. It hasn't particularly affected our view of the primary legislation. 

CHAIR:  Alright, I think it is fair to say that in any bill there is a balance to be struck between how much is in 

the primary legislation and how much is in delegated regulation, and it is a very good argument, as you say, that 

as technology evolves we have a need for an ongoing degree of flexibility. We can't return to the parliament every 

time there is a technological innovation. But it's certainly the view of these witnesses that the balance of this case 

is overwhelmingly tilted towards in that delegated regulation rather than in the upfront legislation, and they have 

expressed quite a lot of anxiety about not understanding what the impact of this is going to be until they have that 

clarity. So I guess to put it in the inverse, what harm would be occasioned from your point of view if this 

committee or if the parliament agreed to put pause on the legislation and waited until those rules were settled? 

How long is it going to take to finish the process of consultation on the rules, and what will the consequence be of 

waiting to pass the legislation until that was done? 

Mr Pezzullo:  My response is in two parts. The first is factual; for the second you are asking me to express a 

judgement. The first is factual. The round of consultations that will, if you like, get everyone to the start line of a 

set of rules, sector by sector, obviously will have a definitive endpoint. It could be measured in terms of weeks or 

months. It depends on how much effort we put in. What happens if, a month later or a day later, new intelligence 

comes to hand where you have to modify a rule? Do we keep the pause on at that point? If I were to give you an 

answer, Chair— 

CHAIR:  I wasn't suggesting that, and I don't think any of the submitters were. I think it is just this initial 

round of rules, because we don't have any rules yet. 

Mr Pezzullo:  I understand. Each sector is different, so wherever you say, 'We've concluded with electricity, 

but banking might take a bit longer,' or gas might take a bit longer, you have this jagged line. It is not a clean start 

line, if I can use a racing analogy. That gets to my other point—this is me speaking as the secretary of the 

department has suggested in terms of its advice to government, so we have policy responsibility. I'll avoid 

reference to personal opinion, but I will give you my judgement. We're already past time. The clock is ticking. 

The possibility of us waking up tomorrow and being in the grip of such an attack was already last year or the year 

before. The urgency of this legislation, frankly, is I would think self-evident, particularly for those who have seen 

the intelligence that is relevant here, and I know the committee has had the opportunity to have private hearings. I 

am expressing to you a judgement. It is not the position of the government, other than the government has put the 

legislation and has asked me to work with the committee to facilitate its package as best as I can as an appointed 

official to give you as much information as you can to make an informed judgement. So two parts: each sector 

will be different; I don't think there will ever be a clean start line. Secondly, the imperative is so overwhelming 

that we are probably past time. 

CHAIR:  And I acknowledge the committee has had one private briefing which you facilitated, which was 

helpful in illustrating some of those things that can't be said in the public forum. We are grateful for that, and I 

don't think there is any dispute that this is necessary. But given the urgency that you talk about, how quickly will 

those initial rules be able to be finalised? I'm not talking about subsequent variations, but how quickly can we get 

this done? 
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Mr Pezzullo:  It's a function of the effort that we put in, obviously, because we need arms and legs to work 

with the sectors. We can put more effort in. We've put quite a considerable amount of effort in. The government 

has funded us, starting the commencement of this past financial year on 1 July, to put more staff onto the task. I 

am always candid with this committee. Part of the issue is the engagement from the other side is itself 

problematical. So we are in a circular paradox until we understand what our legal obligation is going to be, and 

not unreasonably—these are big companies that have got boards; they've got duties under corporations and other 

law—they're having regard to, 'The insurance market in this sector, in this area, is not particularly well formed. 

We're not quite sure about immunities and obligations. We're not quite sure how much we need to lean into this.' 

So we can turn up to meetings and we can say, and we do, 'Here is a draft rule; we'd like your comments,' and 

typically—I won't try to mimic Ms Noble, but I'll echo Ms Noble—the tracked changes come back not from the 

technicians but from the lawyers. It is entirely understandable. I am not raising that in an adverse way, certainly 

not to criticise lawyers, because I know there are a number of you on the committee, but what I am saying is that 

for so long as you have got that death spiral of, 'We're not quite sure,' and government saying, 'Yes, but we'd like 

your technical view,' arguably the rules will never be satisfactorily landed, because at some point you have to say, 

'Pens down; exam over.' 

CHAIR:  So is it your contention that the rules can't or shouldn't be finalised until you know the shape of the 

legislation to pass the parliament? 

Mr Pezzullo:  No, I would countenance, I would put to the committee, the opposite. We know what the shape 

of the legislation is, subject of course to any amendments that the parliament might be minded to make, and that is 

an important consideration because in the end it is the act that passes, rather than the bill that is put, that is critical. 

We say that with goodwill, an open mind and, frankly, technical discussions, technician to technician, less so 

technician to lawyer, this can be dealt with as expeditiously as that will provides for. We are an open door on this, 

and if I need to throw more staff into this, I will take advice from Mr Ablong and Mr Hansford. But I don't think 

so. We are ready to roll. There are certain aspects of this that cannot be executed, subject to the passage of the bill 

itself. Government assistance measures can't even be countenanced without the bill itself, but the co-design 

process of course is not a function—there is no compulsion there. We are doing it through a consensual process, 

and the sectors have been incredibly open. They want to understand what is likely to be required, and in some 

cases—and I don't raise this in an adverse sense or to create an adverse sense—we can't answer their question, 

questions like, 'We're not sure what this might mean for insurance.' The insurance market, for instance, is 

completely underformed in this area and I suspect will continue to form in years to come. Just because we can't 

answer that question doesn't take away the need for either the bill to pass or the rule to be set. 

CHAIR:  Alright, I have one other policy issue. This issue of duplication, which you did address in your 

opening statement, has been a relatively consistent theme. The pharmacies said this is already covered under the 

community pharmacy agreement, the communications sector said this is already covered under the TSSR, the 

broadcasters said, 'ACMA already regulates us for this,' the financial sector said, 'APRA regulates us for this,' and 

certainly none of them said that they were comforted by the evidence we've already received from Home Affairs 

on this issue that you won't turn on any duplicative obligations, because that is not the purpose, to duplicate. I 

guess it is because of that discretion that sits with either the minister or the secretary that they have that anxiety. 

Other than, 'Don't worry; we won't do this,' what assurances can you provide them that you are not in the business 

of providing duplication and it won't be possible? 

Mr Pezzullo:  The safeguards are set out in the legislation. The decision-makers have to be satisfied—they 

can't do it on a whim—that the tests have been met, the thresholds have been met, and they include a lack of 

regulatory duplication. I will give you one counterfactual straight up, because the Department of Home Affairs is 

the regulator under the Telecommunications Act of the TSSR scheme. In fact it is on my pen, because the act sets 

out the responsibilities of both the minister and the secretary. I happen to be that officer, and I can tell you, Chair, 

and the rest of the committee, the TSSR is inadequate for this purpose. I can absolutely assure you, because we 

are the regulator. 

CHAIR:  And as I said to some of the witnesses, no disrespect is intended to ACMA or APRA or the 

community pharmacy agreement, but they are not specialists in cybersecurity or any other form of security. They 

have other purposes with which they are primarily concerned. 

Mr Pezzullo:  If someone can assure me that whoever regulates those pharmacy agreements has access to top 

secret code word information, has a deep understanding of the threat environment and knows what defensive 

capabilities can be further mounted through ASD's auspices, then I might come to a different view. We have been 

in direct dialogue with APRA. We are well across the prudential regulation. I think it is, Mr Hansford, prudential 

regulation 234. We have examined it to within an inch of its life. Any regulatory impost that would be applied in 
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relation to the cyber obligations on banking executives would be additive to that regulation. We have read it, we 

understand it very closely and we work very closely with APRA, I can assure you. 

CHAIR:  I think that is sufficient for me for now. I will return later with some other issues, depending on 

whether they are addressed by other colleagues. 

Senator KENEALLY:  Thank you to Home Affairs and ASD for being here today. My question I will direct 

to Mr Pezzullo. Almost universally submitters have argued that this bill risks increasing regulatory burden, 

provides insufficient safeguards for the step-in powers, including the installation of software, and would permit 

the ongoing screening of employees. Further we have heard that it is nearly impossible for industry to determine 

the cost and the regulatory burden of this bill, given that the sector-specific roles have yet to be developed. We 

also heard concerns that industry would like clear indemnity provided or a desire for an appeal process for the 

step-in powers. Yet your opening statement and your submission seems to reject or refute these claims from 

submitters. Has every submitter who has appeared before this committee gotten it wrong, or has Home Affairs 

consultation with industry and operators of critical infrastructure been deficient? 

Mr Pezzullo:  In relation to the second part of your question, I would contend just on the evidence of the 

amount of consultation, the deep engagement—I have seen the records of the roundtables. I have seen the way in 

which we did the initial consultative process before the bill was put before this parliament, and the very similar 

issues that were raised at the time by industry were taken on board and actually by our policy and legislative 

design staff built into the legislation. I would argue there has been adequate, genuine and engaged consultation.  

We are now down to issues where you are going to start to get I wouldn't say irreducible differences, but I 

would suggest you are going to start to get differing interests that start to play out that obviously have to be 

moderated through the democratic process. For instance, in relation to duplication, it is not that the submitter is 

wrong, but in terms of their own interests, in terms of reduced regulatory impact and burden, some might be 

minded to say, 'Well, I'm already regulated because I'm a financial institution; no-one has shown me the highly 

sensitive intelligence that even APRA probably doesn't factor in when they develop that prudential regulation, so 

I'm happy to sit within the current legislative and regulatory scheme.' 

I wouldn't say that is wrong. I think that is a perfectly natural response. I guess it is on us as officials and you 

as parliamentarians to always take the broader view and say, especially in relation to matters that aren't always 

necessarily fully able to be disclosed to everyone, we have got to make some difficult, on-balance judgements that 

don't always involve everyone, unfortunately, being able to read all of the very sensitive information that, say, 

lead us to conclude that some additive measures are in the public interest. I suppose that is the challenge that falls 

to us as officials and to you as parliamentarians. 

Senator KENEALLY:  Mr Pezzullo, with respect, nobody actually stood before us and said, 'I need to hear or 

read highly sensitive, classified information.' What they did do—and the responsibility that falls to us as 

parliamentarians is to take their submissions on board when evaluating this legislation—whether it was the tech 

sector, the pharmacy sector, the grocery sector, the telecommunications sector, the banking sector, the Business 

Council of Australia or the ACTU was all raise significant concerns about this legislation. Nobody said we 

shouldn't have it, but what they said is that it is deficient, 'We don't know what it is going to mean for us; we feel 

there are gaping holes in it.' Across the board we heard requests that this legislation be paused until sector-specific 

roles could be developed and the safeguards were at least better explained or stronger safeguards put in place. 

Now, when we get that type of submission across the full range of the sectors that we are dealing with, we have 

to take that seriously, so I am pleased the Chair asked you about putting a pause on the legislation until those rules 

are developed. What I am trying to understand is in your answer to the Chair you said, 'We are in the grip of an 

attack. We could be within the grip of an attack possibly last year or even the year before. The time is now to act.' 

Why hasn't the government brought this forward before? You said in your answer to the first question that the 

government is only starting to look at cyberattacks on critical infrastructure in the context of this legislation. I was 

astounded by that. I am trying to understand, if the feed is so urgent, why this legislation is so half-baked. 

Mr Pezzullo:  I would refute for reasons that I'll probably have to canvass again the suggestion, Senator, if I 

can say it respectfully, that it is half-baked. In terms of the timing of the legislation, it was the subject of 

consultation conceptually in both the lead-up to the release of the cybersecurity strategy, coming up to a year ago 

and then further consultation in respect of a commitment given in that cybersecurity strategy to consult before this 

bill was put in. From memory it was put in in December. 

Senator KENEALLY:  With respect, was this the cybersecurity strategy that was delivered late? 

Mr Pezzullo:  When you say 'late', I am not quite— 

Senator KENEALLY:  Well, the previous one had expired. The previously strategy had expired. 
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Mr Pezzullo:  I am not sure if it is a rhetorical point, Senator, if I can ask. I can't recall offhand whether the 

2016 strategy had a use-by date. I think strategies are replaced when a new government comes along and says the 

previous one is defunct or at least retired and a new one is being put in place. I might leave that potentially 

rhetorical point to one side, if you don't mind, Senator. 

In terms of the legislation being half-baked, as you stated—or at least you summarised the views of perhaps 

some of the submitters—it does strike a balance or attempts to strike a balance at least between the safeguards 

that require very extensive consultation with the sector entities who own their infrastructure. They understand 

their technology. They understand how the technology is all wired-up and connected and how imperative different 

parts of their networks are to their functioning, and I'll give you an example. I have already touched on the 

banking sector. There is a prudential rule out there that simply says, 'You're a director of such an institution. You 

are required'—and quite properly so under the Banking Act, which is the authority for that prudential rule—'to 

take all necessary steps to protect your network.' 

Fine. It has no prescription, because the act doesn't provide for any prescription that might be more specific as 

to the type of obligation that a banking entity might need to put in place in terms of sharing with the ASD 

information about attacks on their networks, obligations about particular types of reports or things that they might 

have to do, including the timeliness, for instance, of reporting things like ransomware attacks. I note the private 

member's bill that your colleague has before the parliament that seeks to statutorily define that requirement. If this 

bill were to pass, at least for those entities, that would be one of the first rules that I would be advising the 

minister to institute. 

So in other words the specificity of the obligations will always be sector by sector, entity by entity, company 

by company, network by network, specific to those entities, and that is why, built into the primary legislation, 

hopefully going forward decades into the future if this proves to be a piece of foundational legislation, which 

certainly is our advice to this committee, that it should be thought of in those terms, you are constantly going back 

to co-design, partnership, making sure that specific obligations are not nugatory, specific obligations are effective 

and specific obligations have a relevant purpose which isn't otherwise met by other forms of regulation or 

practice. 

I don't see what stronger safeguard you could build in than that, because it actually requires a minister to have 

regard to those factors before she or he authorises such an obligation to be put in place. If there is a higher level of 

safeguard that this committee might have in mind, I would be keen to hear it, because I have heard a lot about, 

'We are not sure and don't know how much it's going to cost us.' I suppose you could mount the same argument, 

say, in relation to the debates that were had in this country in the 1970s around foreign investment, when the 

Foreign Acquisitions and Takeovers Act was passed, and who knew what the landscape was going to look like 30, 

40, 50 years hence? It's simply impossible. 

Senator KENEALLY:  With respect, Mr Pezzullo, the submitters are not arguing to us what's going to happen 

in 30 or 40 years; they are actually trying to work out what happens when this bill passes the parliament, 

whenever it does. This is not a long-term future question; it is current and present, 'What does this mean for us as 

soon as this bill comes into play?' 

Mr Pezzullo:  And to the extent that there is a degree of either learned or perhaps unintentional helplessness in 

such comments, I simply say, if you have got a draft rule—and we have been authorised by government to issue 

the draft rules—you know your network. You let us know if you can actually keep this malware out. If you can 

actually defeat this actor through some magic of your network that we are not across, tell us and we will modify 

the rule. So we are very open to specific responses on the rules, but I don't see how that changes the head 

legislation, because the head legislation requires precisely that dialogue and discourse to occur. 

Senator KENEALLY:  Yes, I take that on board. 

Mr Pezzullo:  Sorry, I am not asking you a question, Senator; I make that as a statement. 

Senator KENEALLY:  I understand. But really you have said in a previous response to the Chair's questions 

just now that the development of these rules could take weeks or months. It is a function of the resources that are 

put into it. 

Mr Pezzullo:  And the sector. 

Senator KENEALLY:  And the sector. I understand that. So what I am trying to understand is, if the bill 

passes, say, next week—it probably won't, but let's just say for argument's sake it passes next week—it's still 

going to be weeks or months before you have got these rules in place. Is that correct? 
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Mr Pezzullo:  With the exception that once the bill achieves royal assent as an act of parliament it allows us to 

activate certain emergency procedures under the government assistance measures, and it is those measures that, 

frankly, I would prefer to have on the statute books tonight. 

Senator KENEALLY:  So we are clear, your urgency is around having what have been termed the step-in 

powers. 

Mr Pezzullo:  I am not sure that is a term used in the bill. I know it has been described in those terms. 

Senator KENEALLY:  No, but it's a term used by the submitters and people watching this hearing. 

Mr Pezzullo:  If I can characterise the powers, and other colleagues can be more specific, the government 

assistance measures are the ones that—I won't speak about what keeps Ms Noble awake at night—certainly keep 

me awake at night. All of the powers and capabilities that the ASD have, as well as the reach that they have into 

our military information warfare capability, cannot by law be deployed onto our networks as we speak right now. 

That is the pressing urgency. No doubt some sectors have got very deep knowledge of cyber matters. The telco 

sector is the most evident one. Those rules will be able to be developed in quite short order. Others I suspect will 

take a little longer. That is why I said to the Chair you have got a jagged start line for these rules, rather than a 

clean start line. I made reference to prudential rule 234. That is quite adequate for the moment in relation to 

banking. There might be some things that we might want to add to that. 

What I urge this committee to give clear and direct consideration to is the ability of Australia's premier 

information operations agency, the Australian Signals Directorate, to in an emergency render a more effective 

incident response than any company possibly could, and I say that with all due respect to those great companies, 

because they know their systems very well. What Ms Noble knows better than them, though, is the attacker. She 

can see the attacker, not always, but often; they can't. It is the lack of that ability—some people say to 'step in'; we 

say to 'provide an emergency response'—and colleagues at the table can specify exactly how the government 

assistance measures would be activated. That is the matter that is most strategically imperative. 

Senator KENEALLY:  Thank you for that answer, Mr Pezzullo. I do want to ask for a response to just a 

couple of specific things. In previous evidence the department and the ASD have outlined that the 12-hour 

notification timeline for a critical cybersecurity incident was intended to be just for the initial indications of an 

event. We have had submitters and witnesses express concern with that, suggesting 72 hours minimum for a 

confirmed critical event. They have argued that their technology experts are better placed to handle the initial 

response and assess, and some submitters pointed to, although I am not deeply familiar with it, a system that has 

been implemented in Ireland. Do you have a response to that request for a 72-hour minimum confirmed critical 

event before notification? 

Mr Pezzullo:  It speaks to the point I made at the very end of my previous answer, and I should have said—

and it was disrespectful of me to do otherwise—that I don't wish to speak for or on behalf of the ASD. So of 

course I invite the Director General to speak for her agency. But in terms of the 12 versus 72 hours I might just 

ask Mr Hansford to step through very briefly and concisely how the disclosure regime is meant to work, then I 

might in fact invite, if it is acceptable, Ms Noble to address the point better than I can. Teams need to work in 

parallel. Yes, the network owner might better understand how their network has been impacted. What the ASD 

can do—and there might be I suspect limitations on how much Ms Noble can disclose here—is at least start to get 

behind the red team: 'Who is doing this? What is the nature of this malware? Have I seen it elsewhere against 

holdings that the company will never have?' I would just ask Ms Noble to address that in a moment. Ms Noble, 

there might be limits to what you can say in an open forum, but I suspect you can say it better and more 

eloquently than I could in either a closed or an open forum. But, Mr Hansford, on the design of the 12-hour 

standard? 

Mr Hansford:  So in reading some of the Hansard and evidence provided to the committee, the concern was 

around when the clock starts ticking, if you like, particularly in relation to section 30BC, and just to take you 

through that, it is when an entity responsible for a critical infrastructure asset actually becomes aware that a 

cybersecurity incident has occurred or is occurring and the incident has had or is having a significant impact on 

the availability of the asset. The entity then must give the relevant Commonwealth body a report about the 

incident, and that report includes information as prescribed by the rules that we will work with industry on. I think 

a concern was particularly around, 'How do you know it's a cybersecurity incident?' and relevantly some evidence 

said it might be an IT impact to a critical infrastructure asset, as opposed to a cybersecurity incident. The 

clarification around when the clock starts is I think the relevant part of the 12-hour rule, so the rule will help in 

relation to what the composition of the reporting and the form of the reporting will require. But the point at which 

the clarification around when the clock actually starts I think was the point at issue, and then section 30BD really 

talks about other cyber impacts within 72 hours. We've also done some international comparisons after the 
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evidence was given, and I think relevantly, for instance, Singapore requires a notification no later than one hour. 

The United States has a bipartisan bill before them, the Cyber Incident Notification Act, which hasn't passed their 

parliament yet, but the proposition there is to inform CISA for critical infrastructure assets within 24 hours. 

Mr Pezzullo:  If I can just add to Mr Hansford's point, we did think carefully about even shorter notification 

periods. The company—or the entity; I should use the proper legal term—will have a view that's entity specific, 

and to them it might appear to be an outage; it might appear to be a lot of people jumping online using their 

services. What government agencies, particularly the ASD, might be able to very quickly come to understand is 

that something that is masked as an outage is in fact a payload being delivered into a number of entities. The 

company will not have a view about that; in fact it's not their job to have a view about that, because that broader 

view across the way in which our national infrastructure works is a matter for governments and regulators 

particularly, not individual companies. 

I must say 12 hours, when we worked it through, was probably at the outer limit. You've heard some 

international comparisons there that I thought were reasonable, and it goes to the point that we've been making all 

along that we tried to be having the least impact we could. I think in some cases 12 hours would see catastrophic 

impacts on the availability of things like water, banking services or electricity because what a company might 

think of as, 'Someone's pulled the plug or someone's accidentally pushed the wrong button,' might actually be 

very sophisticated malware deployed and, going right to the very first question that the Chair asked me and the 

evidence that I gave in answer to his question, might well foreshadow and presage a broader incident that the 

company has no way of comprehending. I did allude earlier to the fact that ASD might be able to in a public 

forum to some extent at least explain their capabilities in this regard, Ms Noble, but hopefully I haven't backed 

you into a bit of a corner. 

Ms Noble:  No, that's fine. Senator, I think the first response—and I too have studied carefully the 

submissions; they are really important to us, and some of those big companies are vitally important partners who 

collaborate with us already, for which we are deeply grateful—is that the definition of a cybersecurity incident is 

actually in the bill. I do find it somewhat incredible that any cybersecurity professional worth their salt would 

mistake that definition for lower-level things like phishing or scams. So I guess that's the first point I want to 

make. 

On your more specific question about the merits of why 12 hours versus longer, it's a couple of issues that we 

see operationally. One is that we want that early notification, and companies will have the skills to say it's a 

cybersecurity incident versus something else normally. What it enables us to do which is additive to the nation's 

security that any company can't do is piece that input from that company with a similar input from four other 

companies, at which point we will be able to derive a pattern to sometimes alert and notify other organisations in 

a sector who might be about to be hit but haven't been yet, and I will ask Ms Bradshaw in a moment to give you a 

tangible example of that. 

The other point I want to make is right on the edge of our more classified knowledge, but state-based actors 

and cybercriminals that we have seen can exploit vulnerabilities once they become talked about on the dark web, 

for example, within a few hours. Twelve hours is actually a long time and is three times as long as some of the 

time frames where the problem is out there and people are being hit as a result of it, so for us we feel the 12 hours 

is a balance. There will be no judgement made in ASD if a company alerts us to what they think is a cybersecurity 

incident and it turns out to be an outage; we would rather just know. But I will ask Ms Bradshaw perhaps to give 

you a tangible example. 

Ms Bradshaw:  Thank you. From the operational perspective of the experience of engaging with entities 

within the Australian Cyber Security Centre, what the director-general said is correct: the reporting for us and the 

quick reporting in the shortest time frames possible enable us to fulfil our function, which is to produce a truly 

national picture of cybersecurity and its impact on Australian entities, identifying patterns where they emerge as 

quickly as possible, whether that's a pattern which impacts a sector or a pattern which is employing a particular 

vulnerability and, as Secretary Pezzullo pointed out, confirming what is or isn't a cybersecurity issue, all of which 

enable us to protect the next victim, which is core in our minds. 

Of two most recent relevant examples, the first relates to ransomware attacks targeting an aged-care facility in 

Melbourne at the height of the lockdown in 2020, when aged-care facilities in Victoria were under extreme 

pressure. One entity, one aged-care centre, reported a ransomware attack to the ACSC; a very short period of time 

later a second facility reported the same sort of ransomware incident. Even in the absence of technical artefacts, 

that enabled us to raise advisories and alerts through our partnership program, through my relationship with the 

Victorian cybersecurity adviser and through the department of health to get warning messages out to the entire 

aged-care sector throughout Victoria, which can be as simple as reminding their staff not to click on the spear-
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phishing link which will introduce ransomware in the first instance, so a reduction in the time frame would equal 

in that scenario greater vulnerability of future victims. 

A more sophisticated example would involve, for example, Channel Nine and their cyberattack, where they 

were in a position to actually pass us technical artefacts and where we were able to use the full range of ASD 

intelligence capabilities to determine the next victims within hours of receiving those technical artefacts. Both 

those scenarios, one simpler than the other, rely on the speed of engagement and identification of an incident and 

then the flow of information to reduce the impact of those attacks on vulnerable entities. 

Senator KENEALLY:  That's very helpful; I do appreciate the answers, because this was a significant issue 

raised by submitters. I have one more question. Some of the witnesses raised the possibility—and I should note 

that one of those witnesses was Mr Chris Krebs from the United States—that a direction from the government or 

assistance from the government may come in the form of a direction to not do anything in relation to a 

ransomware or cyber threat. Is that a potential direction the government might give? Have you contemplated that? 

Mr Pezzullo:  Senator, we have contemplated it. It's probably better thought of in these terms. Ransomware is 

something that, as Minister Andrews indicated, we're looking at intently, and I made some references myself 

earlier to the kind of obligation that might at least be put to critical infrastructure entities in relation to 

ransomware. That could—I just want to speak very hypothetically here, because obviously the rules themselves 

would have to be written to the satisfaction of the decision-maker and only after the consultation—include an 

obligation not to do something, which could include, for instance, the making of a payment. Better in that instance 

to establish a policy, and it might be the case—and I don't want to pre-empt, foreshadow or prejudice future 

government decision-making that either this or a future minister or indeed me as secretary or my successors might 

have to make, but I could see a circumstance where, probably better informed by a larger policy around, for 

instance, ransomware payments, to take an example, and whether there's any larger regulatory reform in that area 

that may be binding upon companies more generally; so let's just assume for a moment that there is a policy in 

place—that a decision-maker might well be minded then to translate that into a specific binding obligation on an 

entity to not do something. So that's an example where that might play out in that way. 

Ms Noble:  If I may, there has been a recent example which is known publicly of exactly what Chris Krebs 

may have had in his mind or been thinking of, which was the SolarWinds issue, where you might remember the 

state actor actually put the malware in the patch you might have downloaded, thinking you were upgrading and 

making your environment more secure. Certainly in that circumstance in the heat of that moment our technical 

advice to people was, 'Don't download that patch,' so that has actually been an example that has occurred. 

Senator KENEALLY:  Sure. I understand that, Ms Noble. Some of the submissions and some of the concerns 

that have been raised go, for example, to a direction not to pay a ransomware payment. 

Mr Pezzullo:  Yes, and as I said, Senator, I can't imagine that being done entity by entity, rule by rule. In 

something like that I imagine that a government would want to come to a concluded view that had general 

application, whether it was yes, no or maybe, and then a decision-maker would have regard to that more general 

policy. On a more technical matter like, 'Don't load up this patch, because it's in fact infected,' I think different 

considerations would come into play. 

Senator KENEALLY:  Mr Pezzullo, wouldn't it be the case that you could have a specific circumstance of a 

ransomware attack on a specific operator or a specific company and that there be a specific direction not to pay? 

Mr Pezzullo:  Possibly. As I said earlier in evidence both to you and to the Chair, as much as possible, leaving 

aside government assistance measures, which typically have more of an emergency or incident response flavour, 

you want the rules to be enduring. You don't want to be changing them every few hours, so you want the rules to 

be set as properly should be done as subordinate legislation to have an enduring— 

Senator KENEALLY:  I apologise. Perhaps it's because we're remote; perhaps I'm not being clear enough. I'm 

thinking more of, when there is an incident occurring, an actual step-in power. 

Mr Pezzullo:  I see. It's not prescribed one way or another in the legislation; it would turn on the 

circumstances, the government's prevailing policy, which I have mentioned several times, whether the 

government had taken other regulatory action that might have a bearing on that question through regulatory 

reform. But is it open on the face of the bill as written for an incident response to be either directed in a particular 

way or indeed directed in a way such that certain things don't happen? Yes, it certainly is open on the face of the 

legislation. 

I suppose if I can make the macro point again—and I don't want to repeat myself, but it's worth bearing in 

mind, because it relates to all of the evidence we're giving—I deeply respect the view that individual companies 

will always have both their own commercial interests and what they understand to be the mastery of their own 
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networks. All I'm saying—and the purpose of the legislation is really to structure this and to draw it out 

transparently—is it is often going to be the case that the public interest is better served not just by the sum of all 

those private actions, because they're going to be deficient in information. They're not going to have the sort 

information we sometimes—in fact often—have, and typically what one company is seeing might actually be a 

portent of what might be about to happen to other companies. So whilst I deeply respect the views of individual 

submissions, I think if you simply sum them, you're going to get something vastly, hugely less than the whole. 

Senator KENEALLY:  Sure. If I can just come to that point, an individual company may well receive a 

direction, let's say, hypothetically, from government, 'Don't pay that ransomware payment, because we think if 

you don't pay it, we may be able to do whatever we want to do to be able to protect a wider public good.' Now, for 

that company that could have really detrimental impacts. So of course that is what they're thinking about, and that 

is, for example, why they have asked for things like indemnities to be in place. 

Mr Pezzullo:  Understood. I recognise the points that have been made, and if I can use a different analogy just 

to make the same point but rather differently, it's no different from I suppose the early days of aviation. 

Companies would have been thinking, 'Oh gosh, these air safety requirements are going to be onerous, the rules 

are going to be set by regulators; what's going to be the cost?' It's for governments and obviously parliaments in 

relation to legislation to, if you like, not just sum the private interests that are involved but then put an overlay of 

what is the public interest, and that's why the legislation is structured in the way that it is. 

Senator KENEALLY:  In the specific example I'm giving you I don't think that analogy holds. It's not as if 

we're telling an airline to remove all their seatbelts on their planes so there's a wider public good somewhere else. 

Mr Pezzullo:  But it might well be that, with things one company is asked to do or not to do, the motivation, 

the intent and the purpose of that direction is that the government is in possession of either information or an 

economy-wide perspective that's not available to the company in question. That's the sole point I'm making. 

Senator KENEALLY:  The company in question may still become a sacrificial lamb; they may yet suffer a 

detrimental impact, even if it is for the wider public good. 

Mr Pezzullo:  That is why ministers and officials are required to apply administrative discretion in a way that's 

proportionate, reasonable, defensible and able to stand up to scrutiny. I don't think anyone would want any 

company to be a sacrificial lamb, to use your phrase. In respect of the specifics about the payment of ransomware, 

I think I've made it clear, but I will make it clearer. I can't imagine a circumstance where that would be applied in 

terms of either a direction not to or at least an encouragement not to in a way that is solely specific to that 

company, because I can't imagine that that would occur outside of a more general policy framework. 

Senator KENEALLY:  So you're saying the step-in powers wouldn't apply to ransomware payments? 

Mr Pezzullo: No, I'm saying entirely the opposite. I'm saying it might well be that—and 'step-in' is not a 

phrase used in the bill, but I understand the point you're making—directions to do something or not to do 

something are applied in that circumstance. What I'm saying to you is that as we understand ransomware, 

malware, phishing, all of these things have got use cases across many incidents that we find. The point of having 

a regulatory framework is that the department as the regulator, the minister as the regulatory minister and ASD as 

the operational agency develop a body of knowledge, a body of practice, and those standards, if you like, conform 

with lived operational realities. We're not going to say, 'Gosh, we don't really have a view about ransomware; let's 

make one up for this company,' and the next day turn up to a different company that's experiencing the same 

attack and say, 'Gosh, like a goldfish we forgot what we did yesterday.' The standards would be applied 

universally and based on a corpus of intelligence knowledge and practice. 

Senator KENEALLY:  So what I'm taking from this is that your government assistance, your step-in powers, 

however we want to name them, could indeed relate to how a company should respond to a ransomware payment 

demand if they're experiencing a ransomware attack? 

Mr Pezzullo:  The only way I can answer that question, without going over my previous evidence, is that in a 

hypothetical circumstance the bill as presented to you neither requires that nor prohibits it. It would be a matter 

for the operational circumstances of the day, what general policy and regulatory imperatives were in place and the 

advice of ASD, amongst others. 

Senator KENEALLY:  I will give up here, because I feel that I'm chewing up way too much time, but that is a 

very long way around to take us back to where we started, that concerns were raised that a direction could be 

given to not do something that could harm a company and that they would not have availability of any form of 

indemnity. I would ask if you take that on notice and respond to that concern that we've received from submitters. 

Mr Pezzullo:  We're happy to come back further on notice. I'm not sure there's much to be added to the 

evidence I've already given, but in response to your request to take it on notice, Senator, we will. 
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Ms HAMMOND:  My questions are largely following up on some aspects of Senator Keneally's. Just on her 

last point there, if the ASD uses their powers to go in under, what is it, a government assistance, and it does 

something—so this is not a direction for the company not to do something but ASD actually going in and putting 

something in a system and, let's just say, with no disrespect to ASD, it actually messing up the company's entire 

system so the company suffers loss, and we're not just talking about a loss of profits; we're talking about potential 

impacts on the economy et cetera—as the legislation currently stands, who bears that loss? 

Mr Pezzullo:  We spoke at our last appearance of I suppose the firefighter analogy, if the fire is burning, and 

you hope that you don't get to this point, because you hope the smoke alarms work. You hope that all the fire 

prevention strategies have worked, but if the fire brigade has to turn up, they have hoses that the company doesn't 

have, we can assure you. But because we both have been asked this on notice and have given evidence, I might 

just ask Mr Hansford to specifically speak on the question of liability, and without overdoing the firefighter 

analogy, it might be referable to similar sorts of regulatory situations where an emergency response has to be 

undertaken. It's done for the public good, because the power has to be reconnected or the water has to be 

reconnected. Mr Hansford, do you mind just speaking specifically to the provisions in the bill that speak to the 

question of liability? And I think the committee member asked about who bears, if you like, the cost. 

Mr Hansford:  Ms Hammond, I'd refer you to question on notice number 6 and our detailed response there, 

but the government assistance measure set out in part 3A of the bill is intended first of all as a last-resort regime 

through which government can bring about the effective resolution of a cybersecurity incident. In relation to the 

way that the immunities work, if something went wrong, the company would bear the cost of the action, but that's 

also, when you look at the bill, put against section 35AB, the authorisation process. So I think if take a step back 

and look back at the incident and how it might be occurring, it has a very high threshold outlined in section 

35AB(1), and then in particular— 

Mr Pezzullo:  Sorry, Mr Hansford, you might just very briefly distil what those high thresholds are. 

Mr Hansford:  So a cybersecurity incident has occurred, is occurring or is imminent, and then I think 

relevantly the incident is having or has had or is likely to have a relevant impact on a critical infrastructure asset 

and there is a material risk that the incident has seriously prejudiced or is seriously prejudicing or is likely to 

seriously prejudice the social or economic stability of Australians or its people, the defence of Australia or 

Australia's national security and that no other regulatory system is capable of responding. Then in considering 

whether or not either a direction or an intervention request should be used, it goes to some of the points— 

Ms HAMMOND:  I understand the threshold. Sorry for interrupting; I think we are time limited here. So 

getting back to my question, which is who bears the liability, I know you have supplied some answers to 

questions on notice, but I just want to get it clarified as much as possible here. 

Mr Hansford:  It's an immunity, not an indemnity. So in the event that something went wrong the entity would 

bear the cost, but if something went wrong with a government intervention, I'm sure there would be a discussion. 

Ms HAMMOND:  Okay, so government might end up bearing the cost of it? 

Mr Hansford:  I think that would be a matter for the ministers who have made the decision, including the 

Prime Minister and the defence minister, for an intervention authorisation, and if something went wrong, I think 

the decision-makers would reflect on the decision and look very deeply at how it was enacted and whether or not 

something went wrong that was inadvertent or that didn't comply with the direction. 

Mr Pezzullo:  Ms Hammond, if you think about the thresholds, which we won't go over, because as you say 

you're aware of them, to take the example of the electricity grid, the company can't restore power. ASD is in 

possession of specific information about the nature of the attack, the nature of the malware that's being deployed. 

They employ their best efforts—and, Ms Noble, please feel free to add to this—to break the attack, which might 

require the use of very specialised and in some cases highly sensitive sources, methods, capabilities and 

techniques. The company literally can't restore power. Millions of your constituents are screaming out, saying, 

'When's the power going to be restored; the government needs to do something here.' 

At law we would say as long as all good-faith measures are undertaken, the power should restored by killing 

the malware, potentially using both defensive and offensive techniques. I don't want to be too direct or analogous 

in what I'm about to say, nor as blunt, but in the interests of time I'll do it. It's no different from, in times of war, 

governments having to do dramatically significant things that only governments are authorised to do—in other 

words, defending against an air attack, for instance. Conceivably, if you go back to the very point I made in my 

evidence to the Chair's first question, you might have to take measures that are quite extreme but beyond the 

ability of any single company, with all of the great capacity that they have to undertake. 
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So there is a long body of law there that goes to liability and all sorts of issues, and if the company wanted to 

take action but the power has been restored, then that is a debate that you might end up having presumably in the 

courts. But to give the company a blanket assurance in legislation that absolutely nothing in this dire, desperate 

circumstance, where millions of your constituents are suffering as a result of the power being out, will be done to 

harm the company's commercial interests, I think would be an unwise— 

Ms HAMMOND:  With respect, nobody is suggesting that. 

Mr Pezzullo:  But you get to that point. 

Ms HAMMOND:  I don't even think the submitters are suggesting that. 

Mr Pezzullo:  I think, Ms Hammond, you eventually have to go to the end of that logical road, because where 

else do you end up with that argument? Sorry, I apologise; it's not my role to ask you questions. 

Ms HAMMOND:  No, there are limitations along the way, such as if there's negligence by the agency, such as 

if there's carelessness, which is slightly less than negligence. So it doesn't necessarily go to where you went, but I 

will leave that point now. In your answers to Senator Keneally I actually think I finally got something cleared up, 

because all of the points about whether the bill should wait until the rules have been drafted or not were getting a 

bit chicken and egg for me. As I understand—and I just want to clarify this—the PSOs will not be switched on 

until rules are made, but you want the bill passed because there are other powers within the bill that you would 

like switched on right now? 

Mr Pezzullo:  Yes, including the ability of government agencies, particularly the ASD, in those extreme 

circumstances that I was alluding to, to act lawfully. 

Ms HAMMOND:  So in drafting the rules they don't have to worry about PSOs if we pass the bill now, 

because those PSOs will get drafted with the rules and won't come into effect until the rules are actually finalised? 

Mr Pezzullo:  Moreover, the minister has to be satisfied that that engagement and consultation have occurred. 

The law requires, should it become law, a co-design process. 

Ms HAMMOND:  Yes. I've just got two more specific questions. I think you've been following the hearing, so 

you would have heard the university sector advise us that they didn't think they were critical. But then they did 

say that they were critical but perhaps only in some of their functions, such as research centres. Can you explain 

why the university sector was included within this bill? 

Mr Pezzullo:  As a sector in order to ensure that we fully understand, within that sector, the networks or data 

holdings or subnetworks that may have very nationally sensitive research information that might be deemed, 

should a minister so decide, to be worthy of protection. I don't know—and I don't wish to be flippant, Ms 

Hammond, and I know your deep background and experience in this sector, so I'm not going to try to second 

guess it—but it wouldn't necessarily relate to the university's website or some of its less critical functions. Having 

the sector destination 'universities' allows a co-design process to be initiated, which then has to meet all of the 

relevant thresholds and criteria that we've been speaking about—for a minister to be satisfied and for the secretary 

then to be authorised to finalise the rule that enlivens the PSO. It allows you to work university by university and 

say: 'Ah, okay, you've got some really critical research infrastructure here. It is being protected somewhat by your 

cybersecurity practitioners.' We've also engaged with ASD. We understand the nature of the kinds of attacks, 

potentially, that might, in this case, relate more to espionage, rather than to sabotage, but not necessarily so. I 

might just check. Mr Hansford, the designation of the sector: is it encompassing all research or is it specific to 

universities? Could you just remind me? 

Mr Hansford:  It's general—research generally, not just the universities. I think the particular concern was that 

the definition is too broad. 

Mr Pezzullo:  Of research or— 

Mr Hansford:  Yes. 

Mr Pezzullo:  So universities as such are not captured by name but research is—is that correct? 

Mr Hansford:  It is inclusive. 

Mr Pezzullo:  Yes. Just remind me what the sector designation is, Mr Hansford. Sorry, Ms Hammond, I don't 

want to just give a— 

Mr Hansford:  It does include universities. 

Mr Pezzullo:  I don't want to give an off-the-cuff answer. 

Mr Hansford:  The asset definition is 'research', which includes universities. 
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Mr Pezzullo:  And the inclusion of universities, is that in the primary legislation or is it in the explanatory 

memorandum? 

Mr Hansford:  Yes, it is. It's in the primary legislation. 

Mr Pezzullo:  Thank you. So it's 'research—including universities'. So it's the research feature. 

Ms HAMMOND:  Okay, which is not the understanding of the universities. They were certainly of the 

understanding that it could go broader than just their research centres, and that was a concern. 

Mr Pezzullo:  I'm not sure that we need to be defending their websites. Mr Hansford or Mr Grunhard? 

Mr Grunhard:  Ms Hammond, we've certainly had good discussions with universities about that, and I think 

they indicated this in their evidence to the committee. They raised the example of the university cafeterias, and I 

have to say we absolutely agree that the university cafeterias are less important than the national research 

infrastructure. In the co-design process, the bill is designed to allow us to have those conversations, and I don't 

think there are any circumstances where anyone would be proposing that you would apply the physical security 

standards that you apply to critical research infrastructure to the university cafeteria. That's the purpose of the co-

design. 

Mr Pezzullo:  Just remind me, Mr Grunhard: we're actually engaged in some preliminary co-design work, are 

we not? 

Mr Grunhard:  That's right. We've had discussions with all of the university cohorts, and I think they 

indicated this in their evidence. In fact, we've already indicated to them that we think it's very likely that there are 

not many of those positive security obligations that we would be recommending to be switched on for the sector 

at all, and I think some of them did indicate that in their evidence. But that would be subject to co-design and 

consultation with them prior to putting any recommendation to the minister. 

Ms HAMMOND:  Okay. Thank you for that. The second specific one—and this is certainly not an area of 

expertise—is issues with cloud based services. We had a number of witnesses talk, I think, about a horizontal 

system of cloud based services. There were concerns that some cloud based services have critical industries and 

non-critical industries, and about the consultations and how that was being addressed. As I say, I'm not an expert 

on the cloud at all. 

Mr Pezzullo:  That goes to the sector designation for data storage and processing. 

Ms HAMMOND:  That's right. 

Mr Hansford:  We have been talking to the sector, and, given data and the cloud are integral to the 10 other 

sectors, they both see themselves as cross-sectoral elements of the bill but also sectors in their own right. We 

brought forward the consultation with the data and cloud sector to try and work through the issues, and, relevantly 

for other rules that might happen for other sectors, we thought it was important to try and work out with the data 

and cloud sector how we might shape the sector and then shape its implementation and interoperability across the 

remaining sectors. So we've started that consultation already. 

Mr Pezzullo:  Ms Hammond, is there a point of specific concern that the sector has raised that you wish us to 

address? 

Ms HAMMOND:  No, it is just that they had raised these issues in the hearings. In some respects, I think they 

wanted to be treated differently. That is my recollection. 

Mr Pezzullo:  I see. I will very briefly extemporise on that point. It goes to a point that I made repeatedly—

perhaps to her irritation, overly repeatedly—to Senator Keneally. A cloud company typically will want very few 

strictures, and this is why the Commonwealth government has moved to a hosting certification standard for itself. 

Cloud companies make their money by saying: 'Don't worry where we store it. Let us, through our global 

arbitrage system, move the packets around.' This is fine. This is their business model, and it goes to the tension 

between the interests of the company and the public interest of the nation. This industry is growing at a great and 

rapid rate, in terms of both data at rest, which is stored, and data that's being moved from storage location to 

storage location—data in motion as it's called. The ability of certain adversaries, some of whom are state 

adversaries and some of whom are criminal adversaries, to penetrate that data, notwithstanding the assurances that 

you've been given about the security of that data, is of deep concern to government. We've stated that very bluntly 

and directly to that sector, because the Commonwealth government itself has not been satisfied about the security 

of that data, in terms of both where it's hosted and how it's routed, and the government has bound itself, through a 

data-hosting certification framework, to toughening the strictures on that industry for itself. I suspect, to be very 

candid, that what we would have in mind here would not necessarily be attractive to those companies, because 

how they make their money is, frankly, by moving the data around to the cheapest data car park, which has the 
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lowest regard for security but the highest regard for data as a commodity. That's a perfect illustration of the 

tension here between the private commercial interest and the public interest. 

CHAIR:  It looks like Ms Hammond might be frozen.  

Ms HAMMOND:  Sorry, my network connection must have gone down. I missed the last bit of Mr Pezzullo's 

answer. 

Mr Pezzullo:  I'm sure it wasn't your data provider cutting you off because they didn't like the answer I was 

giving! 

Ms HAMMOND:  Cloud service providers have just attacked! If I could finish with one comment, I did want 

to say on the record that most of the people and organisations that have presented to us—the university sector and 

all of the sectors—did acknowledge that they had been very appreciative of the consultations they'd been 

undertaking with the departments. They still wanted changes made and they were still not happy with the 

legislation, but they were very appreciative and they acknowledged that that level of consultation was being 

undertaken.  

CHAIR:  We will go to Senator McAllister. 

Senator McALLISTER:  Thanks very much, Chair. My question probably follows on in some ways from 

where Ms Hammond was up to. Mr Pezzullo, you made reference just now to the fact that this legislation 

inevitably engages that tension between private commercial interest and the public interest. It's certainly the view 

of many of the submitters that the bill goes too far in this regard, or at least is insufficiently precise about how far 

government may go. Has the government done any analysis on whether or not the revised SOCI framework will 

breach any of the obligations that we have accrued through our various free trade agreements? 

Mr Pezzullo:  I think it is the connection; it is a little bit remote and you are coming in just a little bit broken. 

As I heard the question: have we done an analysis that pertains to free trade obligations? 

Senator McALLISTER:  Yes. I apologise if the connection was breaking up. 

Mr Pezzullo:  I think I got the gist of it. It goes to free trade obligations? 

Senator McALLISTER:  I will restate it: has the government done any analysis about whether the proposed 

SOCI arrangements, as intended by this legislation, will breach the obligations that we have in our free trade 

agreements? 

Mr Pezzullo:  I heard you refer to breaches of our obligations as arise under free trade agreements. Mr 

Hansford? 

Mr Hansford:  Yes, we have sought advice, and that has been provided, on the legislation. The advice is: 

particularly with regard to the co-design of the rules, we need to keep making sure and checking that the rules 

don't breach any FTA obligations, but, for the legislation itself, at this stage there are no concerns. But it's 

important, as we co-design the rules, to make sure they're done in a way that adheres to not only free trade 

obligations but other lawful obligations. 

Mr Pezzullo:  Are we in a position to assure the committee that the legislation itself—obviously each rule will 

have to be assessed—does not in and of itself infringe our obligations? 

Mr Hansford:  Yes. 

Mr Pezzullo:  So the answer is: yes, we have that advice and we have done that analysis, and we are confident 

that it doesn't. 

Senator McALLISTER:  Does that advice rely on the carve-outs that are found in many of our free trade 

agreements for matters affecting national security? 

Mr Pezzullo:  I might need to take advice on that and maybe come back to you. We're not the competent lead 

agency on free trade agreements. Obviously we are consulted. Unless Mr Hansford, Mr Grunhard or Mr Ablong 

wish to add, I might take that one on notice. On your general reference to carve-outs: I am not sure it's technically 

found in each free trade agreement. I would have to have regard to the exceptions and exemptions that are in 

those agreements, but I would feel more confident and comfortable if I was to take advice from our colleagues in 

Foreign Affairs and Trade. Gentlemen, do you have anything to add? 

Mr Hansford:  Given it's not our advice, I think we'll have to take that on notice. 

Mr Pezzullo:  We'll take that on notice. 

Senator McALLISTER:  I'm trying to understand the extent to which the designation of these different 

sectors as national security sectors is important in ensuring compliance with the legislation. I will submit a written 

question at the end of today. I might stop there, because it's apparent that you can barely hear me. I will cede to 



Page 18 JOINT Thursday, 29 July 2021 

 

INTELLIGENCE AND SECURITY JOINT COMMITTEE 

other colleagues and perhaps make some suggestions to them about questions I would like to have an answer to. 

Thank you. 

Dr ALY:  Thank you to the witnesses. I want to follow on a little bit around Ms Hammond's line of 

questioning. She referred specifically to universities. A number of the submissions and the witnesses that we 

heard from in the last round of hearings argued that it would be more effective to think of this in terms of critical 

functions as opposed to critical assets. They also stated that that is the framework within which they conduct their 

own risk management programs in alignment with other international protocols. I am wondering what you think 

about that approach—rather than defining critical assets, we look at critical functions. If you agree with that 

approach, how do you see that working in a practical sense in the current bill? 

Mr Pezzullo:  Dr Aly, I would contend that in fact the legislation is precisely so configured, in a sense that if 

you look at the sectors, the sectors are functional. If you are an economist who has got an economy-wide view of 

the necessary functions of an economy to enable the critical and effective operation of that economy—power, 

water, gas, banking and so on and so forth—you would take a step back and say, 'I can see what they are trying to 

do is map out the critical functions of a society'—or, at least, a society as expressed through its economy, I 

suppose. Hence, the sector designations in the primary legislation are functional in nature. 

To pick up the example advanced earlier to Ms Hammond in relation to the university, what is critical in terms 

of that campus is not everything on that campus; not all of the assets. I think Mr Grunhard made reference to the 

cafeteria, but there might be some research infrastructure. So at some point you have got to get down to a piece of 

machinery, a room or something that has got an existence that can be defined. Even cyberinfrastructure is 

definable in terms of networks, servers and all of the rest of it. So at some point you've then got to flip from a 

functional view to something of a structural view of what makes that function work or what mechanisms drive 

that function. On a university campus, it's the sensitive research infrastructure. You then break that down to 

physical access—the doors, the alarms. You break that down to: is the IT or the database in that research facility 

air gapped or is it connected through cables to servers outside of it? 

Similarly, financial institutions—as with the ransomware example advanced earlier to Senator Keneally, I don't 

want to be overly prescriptive and overly hypothetical here, because there are potentially real decisions to be 

taken, hopefully in the weeks, if not months, ahead. But let's say with financial and banking, with our expert 

advisers in the key regulator there, APRA, and with ASD as our technical adviser, through the co-design process 

with the bank you might come to a view that very little of its functionality, if I can use that term, should be within 

the remit of the legislation. Its website, for instance, might well be relevant to the convenience of the consumer, 

but it might not be relevant to the functioning—and I am using that word in its verb form very deliberately—of 

the economy. So it might be that you then dig in a bit and you say it's the payment system and our ability to have 

electronic commerce not infringed either by criminal actors or by nefarious state actors that I started these 

proceedings with, who might, as an alternative form of coercing your society, seek to deny you your digital 

payments capability. I don't want to be too specific in an open forum and go to matters that may or may not touch 

on highly sensitive intelligence matter that perhaps we could discuss in a different forum. Sometimes there are 

devices that are critical for the functioning of these proceedings and some that are less so, and they should be 

switched off. 

So you do take a functional view, if you will, at an economy level, and then you get to the sector and you start 

to break the sector down into its key components. Entities have got a particular legal meaning across legislation 

because it relates to the responsible entity—a business that has a chief executive, a board, a management 

framework; something that is tangible that you can engage with. I'll get Mr Hansford to amplify this. The term 

'asset', to be specific, then really starts to get you down to plant, machinery, servers or physical aspects. Cyber is 

thought to be intangible but it's got a tangibility that can be measured through its architecture and mapped through 

its architecture and network. Mr Hansford, I think it's clear that we provide not so much a glossary, but formal 

legal definitions that distinguish those functional, structural and asset views; yes? 

Mr Hansford:  Indeed. The definition of 'asset' on page 7 of the bill includes: 

(a) a system; and 

(b) a network; and 

(c) a facility; and 

(d) a computer; and 

(e) a computer device; and 

(f) a computer program; and 

(g) computer data; and 
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(h) premises; and 

(i) any other thing. 

Then, relevantly to your question, paragraphs 107 to 111 of the explanatory memorandum outline the 'critical 

education asset' explanatory material. That provides further context about how the government intends to define 

the assets in conjunction with the education sector. 

Mr Pezzullo:  I will stand accused again of what Senator Keneally has often accused me of—that is a very 

long, roundabout way of saying, 'Yes, we've actually adopted that view.' 

Dr ALY:  I understand that now from the explanation that you've given, but obviously the witnesses who 

appeared before us consistently said that this was an issue, that the definition of critical infrastructure was an issue 

and that the bill does not align with the kinds of frameworks that they are currently using for risk management 

and asset management—there's no parallel between them. They identified this time and time again, across 

different sectors, as an issue. Where does this issue arise from then? If the view that you're taking is not 

communicated through the bill, how is it being communicated to the witnesses that we've had on whom this bill 

will impact? 

Mr Pezzullo:  It's hard for me to explain to you why others might form the views that they have. I've said in 

evidence, and Mr Hansford has borne that out with some supplementary evidence, that, contrary to the view 

contained in the premise of your question—and maybe this is the rub—at a national level we've stepped back and 

taken a risk management view, applying risk management frameworks. We do that in our own department. All 

entities do. They take a view of risk that always starts with critical functions, operating model, threats, 

opportunities and all the rest of it. There are standards around risk management.  

Hopefully, I'm not taking too much licence in giving this answer, Dr Aly. I suppose we've applied that lens to 

the nation as a whole, whereas entities within the framework of the nation, if I can use that term, within its 

economy or its society, are looking only to the extent of their own boundaries of imagination and competency. 

They say: 'I've already got to have a risk management plan. I do that by functions. I've locked down all of my 

doors. Why is big brother coming along?' For reasons already advanced, that's all well and good, but you're taking 

decisions that, in aggregate, represent less than the sum of the nation or the economy, because there are 

interdependencies that the nation relies upon that are in your gift because you've got a licence to operate. You're a 

university that has been established, you've got a banking licence or you've got a telecommunications licence, and 

that is actually a gift to you for which you are socially responsible. Indeed, this legislation requires you to take a 

functional view of the interdependencies that you create under the licence that you've been given to operate. The 

view then of how all of these interdependencies come together, the sort of helicopter view or the national view— 

Dr ALY:  The macro view. 

Mr Pezzullo:  the macro view—is really only something available to parliaments and governments because 

that's what we respectively, I suppose, get paid to do. 

Dr ALY:  I will intervene there because I don't think any of the witnesses we've heard from were saying, 'Why 

is big brother wanting to intervene?' They genuinely support the principle and the need for this bill. Their issue is 

that the ways in which they undertake risk management are in alignment with international standards of risk 

management programs. Their concern is that the bill does not take into account the ways in which they already do 

risk management and the practicality of the fact that, while you can target hard and certain assets, if those assets 

aren't performing a function that is critical to national security, in their mind, and in the way that they do risk 

management, then they put their efforts into further target hardening on those assets that are critical to national 

security. 

Mr Pezzullo:  Well, I respond by taking a point of departure from precisely that point. Who is responsible, 

then, for risk management of the nation? The parliament, through the laws it passes and the executive government 

that's elected from time to time—and, in a sense, as decision-makers both elected and appointed—we're doing no 

different. We're applying a risk management framework to the functioning of our society and our economy and 

target hardening, to use that phrase, only those functions that are interdependently critical to the functioning of the 

nation both socially and economically. That's why the definitions that Mr Hansford advanced in evidence earlier 

are set in a way that they do. They are functions that are critical to our life, whether it be drinking water, power 

and so on and so forth. 

To pick up the example of the university, again: from a national risk management point of view, the 

functioning of the university cafeteria is of no interest. However, to the vice-chancellor, who is accountable to his 

or her board of governors or university board, the fact that the cafeteria operates as a safe place where students are 

not assaulted, where the food is hygienic—not so much delicious, I suppose!—and so on and so forth is of course 
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of relevance to the vice-chancellor. It is absolutely of no interest to the government except insofar as food 

standards are regulated, for instance. 

So, I want to make the point: we're applying exactly the same lens that any company board or chief executive 

of a company applies to their competent mandate or jurisdiction, if you will. But we get paid to advise our 

ministers and, from time to time, parliamentarians one level up from that in terms of, well, how do you then 

manage risk nationally, not corporately? We keep coming back to this tension between the private interests—

which I fully respect; I'm not at all casting any adverse aspersions—versus the collective public good, which is, I 

think, and I'm not making the statement rhetorically, always going to be more than the aggregate of all the private 

interests. 

Dr ALY:  Along the same lines, around what sectors, what assets and what functions we should be looking at 

here, we heard some pretty compelling evidence from Chris Krebs about foreign interference and his experience 

of hardening critical infrastructure as a target of cyberattack. He said that our adversaries aim to undermine 

confidence in government and democratic institutions and that the administration of elections must be protected. 

I'm interested in your take on this and whether you agree that elections should be protected under this bill, as a 

form of critical infrastructure or a critical function. 

Mr Pezzullo:  Well, in Australia, elections are run by a statutory body, with across-government assists. There's 

the Australian Electoral Commission, and the commissioner of course is statutorily appointed. I won't speak to 

state, territory and municipal elections unless you wish me to. And remember, this relates to critical infrastructure 

provided by entities that have a licence to operate outside of government. I made the point earlier, for instance, 

about the Commonwealth government binding itself to, in effect, a system of national significance for 

Commonwealth data holdings through the certification and hosting framework that I mentioned earlier.  

The idea that you would need an act of parliament to enable ASD, for instance, to assist the Australian 

Electoral Commissioner to defend our electoral process was thought to be unnecessary, because this relates to 

privately operated critical infrastructure. Obviously there are crossovers, because sometimes you have public 

companies as well and GBEs and the rest of it. But, in terms of elections, unless anyone was going to think about 

privatising the Electoral Commission function—and there are broader issues about protecting our democracy that 

go to subversion, foreign interference and espionage that are treated through laws otherwise, including through 

the very significant modernisation of those laws through the course of 2018, that gave rise to the counter foreign 

interference arrangements and the new offences around espionage and foreign interference. I am just leaving 

those to one side, but I just wanted to bare out a cognisance of the broader issues at play here, Dr Aly. But in 

terms of the actual protection of elections, and I will check with Ms Noble, but I don't think there is any want or 

lack of legal authority for you to assist? 

Ms Noble:  No, certainly not. In fact, we have a very close partnership with the Australian Electoral 

Commission to work with them to ensure the security of electoral systems in the lead-up to, during and after the 

federal election, and we have the same partnerships with states and territories. We have an Electoral Integrity 

Assurance Taskforce, with ourselves and other intelligence agencies and key government departments. In the 

context of what Secretary Pezzullo set out, as a statutory appointment like me, if Tom Rogers, the Electoral 

Commissioner, for some reason became a recalcitrant in not wanting our help— 

Mr Pezzullo:  I can't imagine that. 

Ms Noble:  Or, indeed, if ASD did, I'm sure our ministers would put us straight on their expectations. 

Mr Pezzullo:  I can't imagine that the current incumbent would exhibit those behaviours at all. 

Ms Noble:  Never. 

Dr ALY:  In the context Mr Krebs was talking about, he drew on some of the significant experience in the US 

with interference in their most recent election. He made it very clear and made a very pertinent point about the 

importance of who makes announcements in the event of a major cyberincident, especially during an election. He 

made it very clear that, in the event of a major cyberincident, it should be professional security officers and 

appointees who make those announcements and not political figures. But in your supplementary submission there 

is that reference that the Prime Minister can make announcements of a cyberattack, either in the context of an 

election or outside the context of an election. I'm interested in hearing your response to Mr Krebs's 

recommendation that agencies and not politicians should be making such announcements?  

Mr Pezzullo:  There are several points, and while I provide some initial evidence, Mr Hansford might remind 

me exactly by reading out the phrasing of that section. But, before you do that, Mr Hansford, I will say that Mr 

Krebs, who is a very distinguished practitioner in this field, clearly was giving evidence based on his experience 

in the US system. It's a very different system. Elections are run very differently. At the federal level, they're not 
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run by a statutorily appointed officer in the way that we have here. I've already dealt with the issue, on a narrow 

ground, about whether the Australian Election Commission and its infrastructure should be treated as critical 

infrastructure for the purposes of this legislation. As I've stated, it's not a private body—it's a body of government 

established through parliament. And by government, I mean the executive government, rather than the 

government of the day. It's open to the occupant of that statutory office, as it is open to any statutory officer, to 

request assistance from ASD. Under ASD's legislation, the director-general can have due regard to the assistance 

that's been requested, as can the director-general of security under the ASIO Act 1979, or course. Without being 

too particular about discussions we had in advance of the likely forthcoming election, which is due in the early 

part of next year, those discussions are well under way amongst officials. 

As to the question of who says what at what point, there are several points to be made. We operate in a 

Westminster system. Both the Director-General of Security and the Australian Electoral Commissioner have 

statutory obligations that relate to forming views about certain matters, including threats to security, and the ASIO 

act and the AEC act have a bearing. 

Senator Keneally asked me about this at the last hearing, and we gave some evidence on notice. In a 

Westminster system, in the end, during caretaker periods obviously the caretaker conventions kick in. They are 

customary and traditional practice. The government of the day is always the government of the day until an 

election changes the outcome and that result is conceded and acknowledged by everyone. But even at that point, 

until a swearing-in occurs, the government of the day is the government of the day. It would be always open to, 

the head of the government—that is, the Prime Minister—or a minister who has relevant competency, to make a 

decision about making an announcement about any matter within their legal authority. Whether it related to a 

cyberattack, whether it related to a natural disaster, whether it related to any matter, that would always be open to 

a minister. 

In a Westminster system, officials provide advice and ministers, in the end, determine the best course forward. 

I do stress that threats to security as defined within the ASIO legislation are a matter statutorily and independently 

for the Director-General of Security, so that has a bearing on the answer to the question. The running and conduct 

of elections is a matter statutorily within the remit of the Electoral Commissioner. They are components of an 

answer. Perhaps it is not a fully furnished answer but at least all the components are there. Sorry, Mr Hansford, 

the reference to the Prime Minister making certain announcements—can you remind me what was stated in the 

submission? 

Mr Hansford:  It was questions on notice 3, 4 and 5. 

Mr Pezzullo:  I thought Dr Aly made reference to the supplementary submission. 

Mr Hansford:  This is attached to our supplementary submission on the websites, the final pages, which have 

been helpfully combined, so it is all in one place. It refers to the Australian government crisis management 

frameworks and the roles and responsibilities of ministers and senior officials. That is one answer. Another 

answer relates to the ACSC alert service and technical advisories and then there is an additional note on caretaker 

conventions. 

In the context of elections, section 12F of the bill relates to data storage and processing, and a particular 

component of that is the extent to which a data storage provider provides a service to the Commonwealth or a 

state and territory body, including electoral commissions. So that's an element that also supports with electoral 

security specifically in relation to whether or not an Electoral Commission uses a data storage or processing asset 

from a private sector perspective. 

Mr Pezzullo:  But a rule in that circumstance wouldn't have to be levied on the authority; it would be on the 

private entity providing the critical asset. 

Mr Hansford:  Yes, that's correct. 

Mr Pezzullo:  Just to be clear on our evidence. 

Dr ALY:  Let me clarify this. Mr Pezzullo, you stated that the AEC is not considered as a critical asset per se 

but if they are using private providers for data storage, those private providers are considered critical assets that 

come under this bill. Am I correct in assuming that? 

Mr Pezzullo:  If I can just slightly condition your characterisation. The AEC, just like a department of state 

under section 64 of the Constitution or ASD under ISA, is part of the Crown. So unless the parliament otherwise 

requires, we don't need to be bound specifically in legislation. It is unless the parliament explicitly puts in place a 

statutory requirement for that to occur, so it's in a sense binding in any event. That then goes to the second point. I 

made reference to the data storage certification policy that Minister Robert, as the minister for digital governance 

services, has promulgated AND this is applicable to the AEC. Governments from time to time say: in order to be 
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an exemplar, even though we're not private entities, the commissioner is required, because it is part of the Crown, 

to put in place those data-hosting certification arrangements that have that effect. 

So there's already been, if you will, a top-down approach from the government, saying all agencies and 

departments will conform with this, and there's a bottom-up approach as well. Should this bill become law, it is 

likely—I don't want to pre-empt a rule here—that data providers would be required, particularly those who hold 

sensitive electoral data or manage it at least to do it as well. We use cloud services, going to the cloud service 

provider question that was asked before. Government agencies are required to do it because we're part of the 

government; we are part of the Crown. The private body rendering that service would be doubly required to do it, 

in a pincer that gets us to the protection of that election. 

Dr ALY:  Is that under this bill? 

Mr Pezzullo:  Well, the data requirements on government agencies have already been promulgated by 

Minister Robert under his executive authority. 

Dr ALY:  But would the private data storage come under this bill? 

Mr Pezzullo:  It will require this legislation to pass, yes. 

Dr ALY:  Okay. So in the scenario where there is a cyberattack launched that brings down the AEC during an 

election, what would be the response? How would all of this come together? How would all of this work? Who 

would inform who? Is it the private data storage provider? Is it the AEC? What's the response to that? 

Mr Pezzullo:  Without going too deeply into current operational planning and operational arrangements that 

we successfully exercised and put in place ahead of the 2019 election, we're revisiting those in anticipation there 

will be a federal election by sometime in the first half, I think from memory, of 2022. I can't remember the precise 

dates by which it has to be held. We, the collective 'we'—that is, myself, the Director-General of ASD, the 

Australian Electoral Commissioner, the Director-General of Security—are already engaged precisely on that 

planning as to how to ensure that in the lead-up to election the AEC is well supported. I won't speak to incident 

response; that's a matter for ASD. I will ask Director-General Noble to speak to that. 

We're also looking at the oversight of those governance arrangements. We have separate individual statutory 

authorities, all of which are respected. It's a question of how to pool your authorities to create, if you like, a super 

power of authorities that respect the individual authorities but also collectivise those, so we work together as a 

team. We're accountable to different ministers—the minister responsible for the Electoral Act, the minister 

responsible for ASD, the minister responsible for my department. Obviously we work to them both individually 

and collectively. There might be limitations, Ms Noble, I suspect in terms of sensitive classified matters but there 

may be a general answer you can assist me with by adding? 

Ms Noble:  Absolutely. From an operational cybersecurity point of view, the protection of our democracy 

through ensuring our electoral systems remain free and unimpeded by cyberattack, we will come together 

operationally. All our operational people including the Electoral Commission, ourselves, plus other agencies—as 

I mentioned before the Electoral Integrity Taskforce is a physical group of people—will come together. The AEC 

is in the lead and responsible for that network. If something were to occur, we would immediately know as would 

other intelligence agencies and be working in real-time to try to address any incident with the view to getting the 

system back up and running to keep the election going and then deal with the issues of who did it after that. 

Mr Pezzullo:  It helps, Dr Aly, in this case, without being flippant, that we're still on paper and pencil. This is 

one of those cases where not being digital helps. 

Dr ALY:  If I can ask one more question: Why has this taken so long? The expansion of the critical 

infrastructure sectors is something that I know, from an academic perspective, has been talked about for many 

years. With the public and private partnerships to protect critical infrastructure, I was attending round tables 15 

years ago. Why has this taken so long? 

Mr Pezzullo:  Well, Dr Aly, we're either rushing this or we're going too slow. So I suppose if we split the 

difference we're going about right. More particularly, critical infrastructure, more so than in the 2016 

cybersecurity strategy, was identified more crucially and centrally in the Cyber Security Strategy 2020. This 

legislation flows directly from that strategy, which was brought down by the government in August 2020. The 

government then asked us and required us to engage in further, more detailed consultation, not only on the Cyber 

Security Strategy as such, but on the more specific questions of critical infrastructure. That took place through the 

latter part of last year, and the bill was introduced in December. Going right back to the start of these proceedings 

this afternoon, we haven't downed tools. It's now July. Obviously, as it's been working its way through the 

parliamentary scrutiny process, there's been this parallel process. It's been done very transparently and without 

prejudice to the parliament in the end exercising its prerogatives to pass legislation as it sees fit. Nothing's been 
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done to pre-empt the discretion, prerogative and will of the parliament, but, in parallel, using our administrative 

authorities, we're sitting down with all the sectors saying: 'Would a rule like this fit? How would you amend this? 

What would you do in terms of improving that rule?' So we haven't lost time; we've used that time very 

purposefully. We've also been staying across the threat information. Obviously, a number of us are in receipt of 

highly sensitive reports from ASD and others as to what the threat environment looks like. We've been engaged 

also in a parallel exercise, which you might be aware of, Dr Aly, that was also initiated by the Cyber Security 

Strategy. This parallel exercise looks beyond critical security infrastructure to address regular regulatory changes 

that might be required for the general economy, including in relation, say, to the Corporations Act. There is a 

discussion paper in the field as we speak that will have a complementary and parallel role to play. I would 

contend we're neither rushing this and nor are we dragging our heels. All I can claim is Goldilocks. 

Dr ALY:  Mr Pezzullo, I take into account all of that. Earlier, though, you did say that governments are only 

just starting to look at critical infrastructure in this way—that an attack on critical infrastructure that might take 

out an electricity grid or an energy grid could be part of a bigger attack by a malicious actor—non-state or state. 

For many years the definition of cyberterrorism has recognised, for example, that a cyberattack would involve a 

cybercomponent that effectively takes out the eyes and the ears of a state, whether it's by a malicious state actor or 

a non-state actor, in order to carry out a physical attack. Again, I'm quite confused as to why it's taken so long—

that we're only just realising the importance of protecting critical infrastructure for national security. 

Mr Pezzullo:  That's the second time in these proceedings that that comment's been made. I will have to go 

back. Sometimes when you give evidence, you can't quite recall exactly the formula that you used. I'm not sure I 

would have said that, because it's manifestly wrong and I should know, because I've been leading the policy. It's 

just that we're turning our mind to this, because the protection of critical infrastructure was central—in fact it was 

probably the flagship feature—of the Cyber Security Strategy that was released coming up to almost a year ago. If 

I've said anything to the contrary—if I need to modify or correct it, I absolutely will, because it's certainly not the 

case that here in Australia—perhaps I was making a more general rhetorical point that with SolarWinds, Colonial 

Pipeline and other more recent, shall we say, high-profile, spectacular cyberincidents, maybe it's the case that 

governments plural are more intently turning their minds to this issue. But I certainly would not have said that the 

Australian government is only now turning its mind to it, because that would be manifestly countervailed by the 

evidence before you that we had a cybersecurity strategy that made this the flagship, and that came down 12 

months ago. 

I have to plead, in defence of any such manifestly erroneous statement that I've made, that I've given evidence, 

in fact, to this very committee, and I will have to remind you of a very difficult process that we had to go through 

around press freedom on the very issue of the protection of critical infrastructure, which was the subject of 

correspondence that was regrettably, unlawfully and criminally leaked in April of 2018. I've given evidence—so I 

just remind you of this evidence—that the protection of critical infrastructure was in fact the central feature of that 

correspondence that was criminally and, frankly, recklessly leaked to News Corp newspapers. I gave evidence—

in fact, I might even have been sitting, Ms Noble, in that very chair as I recall—in 2018 and 2019. I think that 

speaks to the fact that the criticality of the issue has been well recognised for several years. The government 

required us, as very properly it should, to think about proportionality, safeguards and design and to make the case. 

That obviously took us through 2018 and 2019 and into 2020. I've given evidence on that, so I'm doing no more 

than reprising that evidence. I'm pretty sure I was sitting there. 

CHAIR:  Can I jump in there, rather than reprising evidence. I'm starting to get conscious of time. Dr Aly, I 

think, but I think I really have to go to Mr Dreyfus. 

Dr ALY:  That's fine. Thank you clarifying that, Mr Pezzullo. 

CHAIR:  Thank you. We will go to Mr Dreyfus, and then I will have a couple of final questions at the end. 

Mr DREYFUS:  Mr Pezzullo, thank you to you and your colleagues for appearing before the committee. The 

department has argued in its supplementary submission that the bill would avoid regulatory duplication and that 

the way the bill does that is by including 'on switches' which 'exist for each of the three positive security 

obligations'. Forgive me for reading your submission back to you, but many of the people who may be listening to 

these proceedings might not have read it. On page 39 of your supplementary submission, you say: 

As a result of these mechanisms, Part 2 (Register of Critical Infrastructure Assets) of the Act, and Parts 2A (Critical 

infrastructure risk management programs) and 2B (Notification of cyber security incidents) of the Bill will not impose any 

new obligations on critical infrastructure assets until such time as the Minister makes rules 'switching' those obligations on. 

This allows for a nuanced, sector-specific or asset-specific approach to be taken to the application of the positive security 

obligations. This also means that, if passed by Parliament, when the Bill comes into force no obligations will be automatically 

imposed. Instead, obligations will only be imposed following careful consideration of potential duplication. 
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My question is this, Mr Pezzullo: why should it be left to the minister to make rules switching those obligations 

on and not left to the parliament? 

Mr Pezzullo:  I think this is the question: should every obligation be properly— 

Mr DREYFUS:  No, the question is what I asked you, Mr Pezzullo—not what you want to answer but my 

question. I will repeat it: why should it be left to the minister to make rules switching those obligations on and not 

left to the parliament? I don't think I could be much clearer, and I don't need you to reinterpret the question, 

thanks very much. 

Mr Pezzullo:  I don't think there's going to be any lack of clarity in my answer. I'm just thinking through— 

Mr DREYFUS:  There might be a lack of courtesy, though, so answer the question. 

Mr Pezzullo:  I fully intend to, Mr Dreyfus. You'd be very well aware that just about every act of parliament 

designates a decision-maker. There is delegated legislation. In this case, the relevant regulating minister is the 

Minister for Home Affairs, who already has many regulatory obligations relating to telecommunications, security 

and all manner of other things, which I won't repeat. 

I'm asking myself this rhetorically so that I can answer your question with clear logic and clear reasoning. 

Rather than the minister being, if you like, entrusted by the parliament to impose those rules subject to the 

directions of the parliament, with all the thresholds and definitions, and being satisfied that all of those 

mechanisms have been addressed, each rule come back to the parliament. It would turn on how specific, how 

frequent, how particular the rules would need to be and how quickly they sometimes would have to be imposed. If 

they were then the subject of going through the legislative amendment process—I'm being clear in responding to 

you, but I'm just reasoning it out in my own mind—would it be timely to have votes of the parliament and 

references to parliamentary committees in the instance where an obligation has to be moved quickly? 

I suppose, really, the only way I can answer the question is that the government's taken the view that subject, of 

course, to safeguards that the parliament puts in place through the primary legislation, in the end you need an 

accountable minister—who of course is accountable to the parliament—to be entrusted to make those decisions in 

a way that's transparent and in a way that requires—unusually, because not all legislation requires this—a co-

design, which doesn't involve a veto, but at least significant material input coming from each sector and each firm 

within each sector. Perhaps that's too loose and philosophical an answer, but, very seriously and courteously, Mr 

Dreyfus, I can't answer it with any more specificity than that. 

Mr DREYFUS:  Thanks, Mr Pezzullo. You said earlier in an answer to Senator Keneally—I'll quote it back. 

You said, 'It's for parliament to consider legislation.' So I will see if I can ask the question in another way: why 

shouldn't it be the parliament, including the involvement of this committee, that carefully considers potential 

duplication in the event that the government believes that obligations ought to be imposed on a particular type of 

critical infrastructure asset? 

Mr Pezzullo:  Because the very nature of the regulatory obligation that would be supplementary to—for 

instance, let's take the example that I advanced to Senator Keneally earlier in relation to the banking sector. 

There's already a very structured process clearly understood in that regulatory framework under the Banking Act 

that APRA oversees and is accountable under its statute. Please, Mr Dreyfus; I'm not being discourteously 

rhetorical here. By that logic, every rule—prudential rule 234, for instance, that the head of APRA has imposed. 

Under his legislation, that has a bearing of cybersecurity obligations of—is it on directors or executives? I can't 

remember. It's on directors, isn't it? 

Mr Hansford:  Yes. 

Mr Pezzullo:  I'll confirm that otherwise. I'm just dealing with the premise of your question. In my mind, I'm 

thinking, 'Why wouldn't that prudential rule come back to the parliament as well and be voted upon as if it's an 

amendment to primary legislation?' By that logic, you end up not having delegated legislation whatsoever. I'm 

terribly sorry if I'm missing the point of your question, but parliament absolutely legislates the guardrails and the 

safeguards, and ministers and/or officials subordinate to that legislation then make decisions. 

What the duplication point in the bill provides for is that the minister or the secretary, depending on what level 

of threshold has been reached, has to have regard to whether there are other practical alternative solutions that 

might be available to another regulator. If they're so satisfied, the bill requires them to not proceed, or at least to 

have regard to that. That's the duplication protection. 

Mr DREYFUS:  Just to give perhaps a bit of context to this, Mr Pezzullo, we are talking about rules here that 

may have serious implications for those who are subject to them, aren't we? We're talking about rules that might 
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infringe on the fundamental rights of workers or rules that might have a very serious impact on Australian 

businesses. Is that right? 

Mr Pezzullo:  Potentially some of the obligations would be quite far reaching, yes. 

Mr DREYFUS:  Do you consider that the parliament, including this committee, is incapable of taking, using 

your words, a nuanced sector specific or asset specific approach to the application of particular security 

obligations? Is the Minister for Home Affairs the only person on each of these who is capable of taking such a 

nuanced approach? 

Mr Pezzullo:  No, I've got no doubt that, were it to be a requirement of the parliament, this committee would 

be well equipped to form that role. By the same logic, any number of delegated instruments under any number of 

different acts could be called back into the parliament for a vote. I'm struggling—and I'm not trying to be obtuse 

here—to see why this is any different. I don't understand. If I'm missing something, the context is certainly 

helpful to me. So, thank you. 

Mr DREYFUS:  It's just that basically your response to concerns that have been raised by a lot of submitters 

and by colleagues on the committee about regulatory duplication is effectively to say, 'Trust us,' isn't it? 

Mr Pezzullo:  Well, no—to the contrary. I've given evidence precisely to the contrary. It's not 'Trust us'; it's 

that we have to operate under the law, and the law will require co-design, a decision-maker being satisfied that 

there's not another regulatory remedy available and that it's proportionate, that it's necessary, that it meets the 

thresholds of a cybersecurity incident, for instance, or that it meets the threshold of the criticality of the provision 

of that essential service to the harmonious running of your society or your economy. Rather than trust us, a 

decision-maker has to actually be very particular and be able to address all those requirements of the parliament 

should the bill pass in its present form and be able to defend their decisions against all those criteria, which are 

quite onerous. There's no 'trust me' involved. 

Mr DREYFUS:  I'll move to a slightly different point. On page 39 of your supplementary submission you've 

gone on to say this: 

Prior to making rules to activate these obligations for a class of critical infrastructure assets, the Minister must consult with 

industry on the draft rules for a period of 28 days. This consultation requirement is intended to provide industry an 

opportunity to inform the Minister of existing obligations which achieve the same objectives and therefore remove the need 

for the obligations in the Bill being activated. This will ensure that the obligations are only activated in appropriate 

circumstances. 

Mr Pezzullo:  Yes. 

Mr DREYFUS:  With respect, Mr Pezzullo, while it appears that the quality of the department's consultation 

on this bill has been somewhat better than in relation to previous bills, in the past your department has been 

consistently and strongly criticised by members of the public, by the business community and by other 

stakeholders for the poor quality of its engagement with external stakeholders. I think a lot of people still have 

nightmares about the way in which the department consulted or failed to consult on the measures that were 

introduced by the Assistance and Access Act, for example. I say that because, even when the department does 

release a consultation paper or invite submissions on an exposure draft, a constant refrain from stakeholders, at 

least until more recent times, is that the department ignores feedback. Do you accept that this has been a criticism 

levelled at the department if not in the last few weeks then at least in the still-quite-recent past? 

Mr Pezzullo:  I've heard those criticisms, yes. 

Mr DREYFUS:  There was a time—in fact, it was the case until quite recently—that the Department of Home 

Affairs didn't even consult with other government departments and agencies about national security legislation. I 

recall very distinctly the disturbing evidence of the former Inspector-General of Intelligence and Security a couple 

of years ago that she only found out about the Assistance and Access Bill from media reports. I can accept that the 

department has improved somewhat at consultation—from a very, very low level—and the improvement is 

reflected in the submissions to this inquiry, at least some of which say nice things about the department on the 

way in which it's consulted industry about this bill. But I was very disappointed to read that the department had 

not consulted with workers or their representatives in the trade unions. Why is that? 

Mr Pezzullo:  I've not seen that specific criticism, and I'll see if— 

Mr DREYFUS:  But it's a fact, isn't it, that the department didn't consult with workers who were potentially 

very deeply affected by measures in this bill and didn't consult with trade unions? 

Mr Pezzullo:  Well, until I check the facts I'm not going to accept the assertion. Mr Grunhard, can you shed 

any light on this? 
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Mr Grunhard:  I might just add that the Electrical Trades Union did express some of the concerns that they 

mentioned in their submissions to the department in a couple of exchanges with the department. As a result of 

their expressing those concerns, we arranged a special workshop with the Electrical Trades Union, attended by a 

number of their officials and delegates. That happened on 13 May this year. That workshop went on for some 

time and covered all their concerns. 

Mr Pezzullo:  But, in fairness to the question, that was in response to a criticism levelled at the department by 

the ETU? 

Mr Grunhard:  The ETU contacted us to ask if they could express some of their views about the co-design 

process that was underway. We held that workshop on 13 May. Following that workshop, we sent them the draft 

rules that were being considered for that sector, and we're awaiting their response to those draft rules. 

Mr Pezzullo:  And more generally, to answer Mr Dreyfus's question as amply as we can, outside of the ETU 

requesting engagement, as a matter of fact, have we otherwise engaged with the labour movement through the 

ACTU or otherwise? 

Mr Grunhard:  I'm not aware of a request for engagement with the ACTU or any other union, but I'm happy 

to check that on notice and confirm. 

Mr Pezzullo:  Mr Dreyfus, it sounds like the answer to your question is that, other than that engagement with 

the ETU, we haven't. 

Mr DREYFUS:  Thank you. My point is: it's one thing for the bill to require the minister or the department to 

consult with industry and others prior to making new rules, but what assurance does this committee or the 

parliament have that the consultation will be meaningful? We know that the consultation is not always 

meaningful. Sometimes consultation is not much more than a box-ticking exercise, and, even for this relatively 

threadbare bill, the department failed to consult a number of people I would regard as important stakeholders. 

What assurance do we have that the department and the minister will undertake meaningful consultation before 

exercising their rule-making powers under this bill? 

Mr Pezzullo:  Mr Hansford, just remind me: are all the rules and the obligations that flow from the rules 

disallowable? 

Mr Hansford:  Yes. 

Mr Pezzullo:  Thank you. So the parliament, should it pass the bill in its current form or in whatever modified 

form it chooses to require, would set out a series of guardrails, steps, and obligations on any decision-maker—the 

minister principally—which she or he would be required by law to observe. The subjective nature of the premise 

of the question, as best I can characterise it, is that, when people don't agree with you, I suppose, they say that no 

meaningful consultation has been engaged in. It's not necessarily a matter of objective perspective. I understand 

people have got different perspectives. They're valid from their own viewpoint. I don't know how I can give you 

an answer to your question that's normative. All I can say objectively and factually is that the actions of the 

department and the minister—all the regulatory actions undertaken under the framework of legislation set out 

under the act—will have to be done lawfully. That's the only commitment I can possibly give you, but it's a pretty 

profound one. 

Mr DREYFUS:  It's pretty much an answer that says, 'Trust us,' as with most other aspects of this bill, isn't it? 

Mr Pezzullo:  I've dealt with that in an earlier answer. I can't accept the characterisation of the two-word 

slogan 'Trust us'. A decision maker would be required to conform with the requirements of the law. 

Mr DREYFUS:  A number of the submitters, including several unions and industry representatives like the 

Australian Industry Group, have recommended further and deeper consultation on this bill with industry before 

passage of the bill. Why shouldn't this committee recommend that the department engage in a further round of 

consultation, including with unions and with industry, to work out exactly what it needs to do and how, and then 

produce a more detailed bill to the parliament? 

Mr Pezzullo:  It certainly wouldn't be the view of the department—I won't speak for the minister—that the 

public interest would be at all advanced by a more detailed, onerous and prescriptive act. The act really should 

focus on the guardrails, the thresholds and the requirements of rule making, and the rule making should be 

established through delegated legislation, as is often the case, in a way that's supple and can be adapted to 

circumstances but is within guardrails that this parliament sets. In any event, through the disallowance process, 

the parliament in effect gets a say, not on primary legislation, of course, but on the delegated instruments. When 

you say, 'Why wouldn't we recommend it to you?' we don't believe that it's necessary. The committee will no 
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doubt form its own view, but we think that the bill strikes the right balance between specificity and detail on the 

one hand and general principles on the other hand. We think it strikes the right balance. 

To give further confidence, to the extent I can advance that to you, there has been a parallel process of 

discussion, consultation and engagement—it's not co-designed within the meaning of the legislation because it's 

not an act of parliament, but we're engaging with industry in the way we would through co-design. We've got a lot 

of learnings out of that process, and Mr Hansford and Mr Grunhard, who lead this on a daily basis, can advise me 

otherwise. I'm not sure—and gentlemen, please give your own evidence in your own terms; don't give it in 

relation to what you might think I would say—but I don't know that any material issues that relate to primary 

legislation have taken us by surprise. There are certainly a lot of issues that would need to be worked into the 

rules sector by sector, entity by entity and asset by asset. Please let Mr Dreyfus know if your experience or your 

view has suggested otherwise. 

Mr Hansford:  Certainly not. To give Mr Dreyfus some confidence—and we'll check the record as to whether 

or not any union members attended the range of town halls we held—there were 620 representatives from a range 

of business, civil society, and state and territory governments who attended the town hall meetings and put 

questions in through that process prior to the bill being introduced into the parliament. We'll check if unions were 

involved there. The consultation, which I think began in 2019 through the development of the cybersecurity 

strategy, with a whole range of submissions, and then the submission process for the draft piece of legislation, 

fleshed out a whole range of views. None of them came as a surprise to us when we were reaching this point of 

the process.  

Mr Pezzullo:  Mr Grunhard, so I can properly answer Mr Dreyfus—you're advising me, but you're giving 

evidence—what practical benefit would be achieved by further consultation in relation to the act of parliament 

that's bee proposed, as distinct from working through sector-specific rules that would have to be made, consistent 

with the legislation? 

Mr Grunhard:  We conducted several rounds of consultation last year and received hundreds and hundreds of 

people at the various town hall consultations we had on the bill. I should add that we are now into the co-design 

phase with, for example, the electricity and gas sectors. We've had hundreds of entities and individuals come to 

those consultations and they've focused absolutely on the content of the rules that are being drafted to present to 

the minister for her consideration, should the bill pass.  

Mr Pezzullo:  Presume the bill passing; it doesn't presume anything else.  

Mr Grunhard:  Indeed. 

Mr Pezzullo:  You're acting as if the bill has passed, right? 

Mr Grunhard:  That's right. That consultation hasn't focused at all on the content of the bill itself. 

Mr DREYFUS:  It's self-evident that you've left a whole lot of detail to be dealt with later. I'm concerned that 

so much detail is being left to regulation here because the government actually doesn't know exactly what it wants 

to do and wants maximum flexibility to figure it out later. That's not how parliamentary democracies are supposed 

to work, is it? Is that a fair comment? 

Mr Pezzullo:  I'm sure you're not asking me rhetorically, Mr Dreyfus. I respectfully disagree. 

Mr DREYFUS:  No, I'm not. I don't ask rhetorical questions in these committee hearings. 

Mr Pezzullo:  I was just being clear, because I was going to give you an answer that respectfully refuted the 

suggestion, the premise—that, far from the government being 'unclear', I think you said, as to what it wants to do 

and wanting to leave it all to delegation, the government's got in fact the entirely converse view. Defining what 

critical infrastructure is; defining the criticality of those functions, drawing back on my evidence to Dr Aly; 

defining the thresholds at which obligations should be imposed where they are necessary because there are 

regulatory gaps that can't be filled by other regulatory means; and being quite specific about the government 

assistance that would be rendered by the ASD in very particular circumstances is all set out in the primary 

legislation. It reflects very clear thinking and a very clear understanding of both the threat environment, which we 

can talk about in other proceedings if you wish, and what best practice would look like. As to the volume of 

material—I don't want to paraphrase you incorrectly, Mr Dreyfus, but as to 'leaving it to the rules or the delegated 

instruments'—the volume of the specificity that will be required will be a function of the sector, the entity, the 

networks and the infrastructure. We would strongly advise against trying to capture that particularity in the 

primary legislation, not because we want to make it up as we go, not because we have no idea about the gas sector 

or the electricity sector or the telco sector. I can advise you very candidly and directly that we have very specific 

ideas in the telco case, because we are the regulator of that sector under the TSSR reforms that fall under the 

Telecommunications Act. We are not making it up as we go. We've got a very clear plan as to what we have in 
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mind, and we have a very strongly advanced view that we put respectfully to this committee about the relative 

balance that should be struck as to what's in the primary legislation and what should be available in the rule-

making process, all of which, again, comes back to the parliament through disallowance. 

CHAIR:  Thank you, Mr Dreyfus. You read my mind. I was going to ask for the call momentarily anyway. I 

have a couple of final issues in the remaining time. I don't think any other committee members have questions. If 

you do, please do so now. I want to return to this discussion you've had with a number of committee members 

about liability or indemnity. I think you might recall, Mr Pezzullo, I asked you about this in the very first hearing. 

I think you agreed that, in principle, indemnity was a good idea from liability but that this wasn't the right vehicle 

for it and that it should be done elsewhere or by other arms of government. I put that proposition to the Business 

Council and Ms Westacott, and she strongly put the view that business would like to see it in this legislation 

because it is this legislation that could cause them to fall foul of and enter into liability. Why couldn't it be 

incorporated into this legislation? Is it not within the government's capacity to include it here, to put that concern 

to bed? 

Mr Pezzullo:  We'd have to be very specific as to the terms 'indemnity' and 'immunity'. Indemnities potentially 

have a contractual or financial aspect that provides protection in relation to financial liability. Immunities tend to 

have a slightly different character. I might just ask Mr Hansford to remind all committee members in terms of 

what the legislation says. But the question was also taken on notice, and there was some detail provided. First of 

all, Mr Hansford, you might just start with the crucial distinction between the indemnity point and the immunity 

point. 

Mr Hansford:  Sure. I think the first thing to say is that all the immunities that relate to the powers in this 

legislation are in the proposed bill before you. That's the first point. The government has decided to go with 

immunities rather than indemnities. I answered a question before, and we've got a question on notice 6, which 

gives further information. There is the question about the liability of the Commonwealth more generally for 

damages. The answer to that is that it would depend on the circumstance and whether or not the decision-maker 

acted negligently and against the prescriptive requirements in making an authorisation and whether or not an 

officer didn't act consistent with the direction in the legislation. Then I think defective administration may come 

into play, potentially, depending on the circumstance, but an act of grace payment might also come into play, 

potentially, both of which are existing legal remedies. 

CHAIR:  The point I'm making, though, is that, in the view of the Business Council and some other business 

submitters, the protections in the bill for directors are insufficient and would expose them to risk. I'm seeking to 

understand why that can't be further resolved in the bill. 

Mr Pezzullo:  The government's position is spelt out in a parallel activity, which I should bring before the 

committee for reference. There is a separate tranche. The sequencing might be an issue, which you might wish me 

to address, Chair. There's a separate activity that speaks to directors' duties and potential amendments to the 

Corporations Law as well as regulatory changes that pertain to consumer protection and the privacy of consumer 

data. All of that is subsumed—again, pursuant to the cybersecurity strategy of last year—in a discussion paper 

that's been released under the auspices of a number of ministers. We are required to go back to government after 

that public consultation period has ended, including in relation to the corporations law. The Treasurer is the 

pertinent minister, and there are other ministers who oversee other relevant legislation. We've already designed 

the legislation that's been put to government and the government has put to the parliament with an eye to 

separating out and being synchronised in terms of the obligations that are set out before you. 

Obviously, we have a mind to any potential changes around the duties that might apply to directors under the 

corporations law and we've listened very carefully to the BCA. We understand the point of their concern and 

interest and, indeed, that of others as well. It goes back to the point that I made several times to Senator Keneally 

in terms of regulatory design. We took the view as officials—and we advanced it to government, and ministers 

agreed—that immunities are one thing, and they should absolutely always be specified with regard to the 

particular legislation at issue before you now, but indemnities are a different proposition. 

Officials are expected under the Public Service Act, at common law and also in some statutory schemes to 

always act in good faith, reasonably, without negligence and with all due diligence and conscience. If in a 

circumstance where an activity were undertaken—perhaps software was loaded, advice was given or there were 

other matters that might fall under, for instance, the remit of a government assistance measure—and a harm were 

caused, both at law but also in terms of good public policy any harm would have to be then read against the public 

benefit. If the electricity had been knocked out, water had been contaminated or planes were crashing because the 

air traffic control system had been compromised, in the wash, in the aggregate impact on society at large, I don't 

think you can prescribe it in legislation in a way that's been proposed or at least implied. I don't think it's possible 
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to say in every particular circumstances: 'Yes, your company might have suffered a loss. Directors potentially 

were put in a position where they had to have regard to their own duties, but in the end many lives were saved, a 

city was defended or the water was turned back on.' You could make the same argument under, for instance, the 

Defence Act. What are the indemnities that apply if the Defence Force is conducting military operations? 

CHAIR:  I completely understand the wider public issue here and the overall benefit to society; that's not in 

dispute. One of the consistent themes of your evidence to the committee is that it has been quite critical of the 

legalistic way in which business has engaged with government historically. I share that concern. I think it is a 

problem when ASD calls a company and they respond through their lawyers instead of their technical people 

being of assistance. But one of the reasons why companies do that is that they fear what the consequences may be 

for their officers or directors if they comply with your advice or your requests and they don't have sufficient 

immunities to protect them. I'm not proposing that a company should be able to ignore a direction if there's a cost 

to that company but a wider benefit to society. I'm just saying it would be pretty unreasonable if the directors of 

that company were liable down the track for loss to shareholders when they just followed the advice that ASD or 

government provided them. Can't you provide them with the assurance which would encourage their cooperation 

in the first place? 

Mr Pezzullo:  It's been raised several times. All I can do is take it further on notice and reflect on it in 

discussions with colleagues. Directors' duties, of course, fall under the ambit of the corporations law, so we don't 

want the bill and the corporations law to be in any way at odds. We'll further reflect on it and come back to the 

committee with advice. It is an important point that keeps getting raised. Perhaps other colleagues at the table can 

assist. I'm struggling to think of any regulatory scheme where—I'm going to choose my words very carefully 

because I'm alert to many of the case studies that Ms Noble was referring to—through their own actions, often in 

good conscience but perhaps with deficient performance, having listened to their cybersecurity experts and done 

what they thought was the right thing, and in the face of all the technical advisory notices, society at large is 

harmed because the water's contaminated, many lives are lost, the power gets knocked out and so on. I'm not 

saying this rhetorically or from the point of view of trying to be argumentative about it. I'm really struggling to 

construct in my mind on the fly what an indemnity arrangement would look like that would cover a circumstance 

where, in fact, a liability, if not directly in relation to shareholder value, but a liability otherwise, including—and 

this might add a bit of spice to the argument—manslaughter and other liabilities, where the culpability is 

potentially already ticking away, and here we have one of the great institutions of Australia's national security 

apparatus almost screaming into the wind, 'We're here to help,' and the reply is, 'No, our CIO has got it.' And 

they're saying, 'No, we've got this information; you are under an attack you can't possibly see, defend, or act 

against.' That sounds like pretty liable behaviour to me.  

CHAIR:  Sure. I don't wouldn't to labour this point, because I think you understand where I'm coming from— 

Mr Pezzullo:  I do. 

CHAIR:  and I understand where you're coming from, but to briefly return to Senator Keneally's point that the 

direction may be to take no action. The direction may be to the company: please don't pay a ransom. And as a 

result of not paying the ransom a significant loss to shareholders, for a publically listed company, might be 

incurred. And those shareholders may be inclined to initiate a class action against those directors for failing to pay 

that ransom and for that loss then being borne by shareholders. What protection is there for those directors against 

that class action? As far as I can see in the bill, there's nothing.  

Mr Pezzullo:  All I can do is very quickly repeat the evidence I gave to Senator Keneally. That would be a 

hypothetical circumstance. I can't envisage a circumstance, and I don't want to pre-empt or foreshadow specific 

rules that may create such obligations, either an obligation to do something or an obligation not to do something. I 

can't imagine that such an obligation would be written absent a larger consideration at a government level of 

policy. Ransomware payments would be an example of that. 

CHAIR:  Yes, understood. 

Mr Pezzullo:  I can't imagine that a minister, and, certainly as the occupant of this office, a secretary under the 

authority of the minister, would just simply capriciously invent policy on the fly, without it having been the 

subject of collective discussion, including potentially across cabinet or at least one of its committees, and no 

doubt the question of indemnity and liability would arise there. That was a very specific and hypothetical 

example, which has a particular resonance at the moment. I understand that, but I just don't want to give advice on 

each and every potential obligation, particularly as someone who might be the person creating, subject to co-

design, such rules.  
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Mr Hansford:  Secretary, just to be clear on civil immunities, they are provided to entities and individual 

associated with the entity to protect them from civil liability and some of the examples you gave that may arise in 

relation to complying with a cybersecurity incident, compliance, a ministerial direction, an action direction or any 

other direction that's conceived of under the legislation. Page 26 of our supplementary submission goes through 

the level of immunities. I just wanted to put that on the record.  

Mr Pezzullo:  Mr Hansford, so my evidence is clear, in your judgement, does that fit the label of an 

indemnity? Because I think there could be a question of terms being confused here.  

Mr Hansford:  The answer is it provides civil immunity— 

Mr Pezzullo:  Immunity, yes. 

Mr Hansford:  but not indemnity.  

Mr Pezzullo:  We'll go away again on notice. We've done it a couple of times now. I understand the point 

being made. We'll look at whether questions of civil immunity are sufficient to discharge the concern that the 

BCA has, or whether, in fact, they're going to—and I think they are—a higher level of protection and, if you like, 

liability, from potential action, criminal or civil, that is better captured by the term indemnity. We'll come back to 

the committee with quite particular advice on terminology and making sure that we're all speaking the same 

language.  

CHAIR:  That would be much appreciated. Thank you. Just finally, in the remaining time, the assistance 

powers, in particular in our hearings on 8 and 9 July and particularly with the tech companies, resulted in some 

interesting evidence. Initially some of the technology companies, particularly the larger ones, said that they 

couldn't envisage any scenario in which the ASD's assistance would be of use to them. Subsequently, when 

challenged, they clarified that what they meant by that was that they couldn't envisage a scenario where the 

installation of software by ASD on their systems would be beneficial. Do you or Ms Noble have any response to 

that at all, and do you think you could be of use to technology companies if they were under attack? 

Mr Pezzullo:  Ms Noble, perhaps this is one of those team sports where a degree of humility and self-

reflection on the part of some companies would assist. I think you've got some very good software, don't you? 

Ms Noble:  We do have some good software. I think, though, that with the maturity and sophistication of the 

companies we have heard from, my immediate response is: I would hope not. That's exactly what we hope their 

position is—that they don't need us to help them defend their networks and that they do have that in hand. Indeed, 

our professional experience is that we would only install software—which happens at the moment—with entities 

who work with us collaboratively and when that entity doesn't have the capability to provide the technical 

telemetry or system information that we need in order to assist them with their incident response. So, this sort of 

idea that ASD runs around and puts software willy-nilly is a bit of a caricature that doesn't occur. Our operational 

preference is that they can provide that to us without that needing to occur, and in many instances it absolutely 

does.  

CHAIR:  Thank you. That was all I had on that, and that's all we have time for today. Can I thank you for your 

engagement with the committee. And Mr Pezzullo, I particularly want to place my appreciation on record for all 

those supplementary submissions you've already provided to the committee, and the additional questions on 

notice you've taken today. We are grateful for that. That does help us in our work. With those questions on notice 

you have taken on notice today, we have asked  for them to be returned to the secretariat by 4.00 pm on Friday 20 

August. But I should add that the earlier you can return them to the committee the more helpful it would be. It 

would allow us to complete our work more quickly. But hopefully that's the latest they will be returned by. As 

usual, as you would be accustomed to, a copy of the transcript will be provided to you for any transcription errors 

you might like to suggest. Thank you very much your time this afternoon.. I declare the meeting adjourned. 

Committee adjourned at 17:02 
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